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I. Introduction 

If knowledge is power, then the internet is its acolyte.  Nurtured by the internet,1 the 
public is now experiencing the development of new data so rapidly and constant, the race 
for instant knowledge never ends.  Encouraged by internet systems and websites, the 
public is now accessing all manner of data that is astonishingly simple and often free to 
obtain.  A corollary to this marvel is the transformation of the public’s ability to 
communicate in writing immediately and electronically.  The marketplace has embraced 
this transformation.  Soft-copy posts (e.g., e-mails) have increasingly replaced hard-copy 
correspondence (e.g., U.S. mail).  Recognizing the efficiencies and economies of 
electronically readable forms of messaging to consumers, businesses are abandoning 
paper and postage stamps in favor of electronic communications and internet services. 
The electronic experience is not limited to the internet and communications.  Data, art, 
music, literature, photographs, and the like may also be created, developed and stored 
electronically by individuals on their computers or in the cloud,2 whether proprietary, 
private or otherwise.  Electronic money (e.g., virtual currencies), games, websites,3 
domain names,4 and other forms of electronic achievements and activities have emerged, 
re-defining the concept of property, value, and ownership by an individual. 

Against this rapidly changing backdrop, the law needs to be nimble and pliable.  Statutes 
designed for a different era have been or are being modernized.  Otherwise, they risk 
being inadequate when applied to modern circumstances.  An enlightened structure is 

                                                 
1 The term “internet” with a lower case “i” is used throughout this Outline although there may be technical 
distinctions involved with decapitalizing or capitalizing the term. The term is intended to refer to the global 
electronic network. See Susan C. Herring, Should You Be Capitalizing the Word ‘Internet’?, WIRED (Oct. 19, 2015, 
10:00 AM), https://www.wired.com/2015/10/should-you-be-capitalizing-the-word-internet/. 
2 The term “cloud” with a lower case “c” is used throughout this outline, and is intended to refer to the electronic 
storage of data through a global network of servers.  See What is the cloud?, MICROSOFT AZURE (last visited Aug. 
18, 2020), https://azure.microsoft.com/en-us/overview/what-is-the-cloud/; see also Bonnie Cha, Too Embarrassed to 
Ask: What Is ‘The Cloud’ and How Does it Work?, VOX RECODE (Apr. 30, 2015, 4:00 AM), 
https://www.vox.com/2015/4/30/11562024/too-embarrassed-to-ask-what-is-the-cloud-and-how-does-it-work.  
3 A website is a page or collection of pages accessible on the World Wide Web (“WWW”) that contains specific 
information which is all organized under a particular domain name and traces back to a common Uniform Resource 
Locator (“URL”).  Web site, ENCYCLOPEDIA BRITANNICA (last visited Aug. 18, 2020), 
https://www.britannica.com/technology/Web-site.  WWW is an information system on the internet connecting 
documents and communications.  World Wide Web, ENCYCLOPEDIA BRITANNICA (last visited Aug. 18, 2020), 
https://www.britannica.com/topic/World-Wide-Web.  A URL is an address of a resource on the internet (e.g., 
“https://www.google.com”) or of a file stored locally on a computer.  URL, ENCYCLOPEDIA BRITTANICA (last visited 
Aug. 18, 2020), https://www.britannica.com/technology/URL.  
4 A domain name is part of a network address that identifies as belonging to a particular domain.  Domain Name, 
LEXICO (last visited Aug. 18, 2020), https://www.lexico.com/definition/domain_name.  For example, if the URL is 
“https://www.google.com,” the domain name is “google.com.” 
 

https://www.wired.com/2015/10/should-you-be-capitalizing-the-word-internet/
https://azure.microsoft.com/en-us/overview/what-is-the-cloud/
https://www.vox.com/2015/4/30/11562024/too-embarrassed-to-ask-what-is-the-cloud-and-how-does-it-work
https://www.britannica.com/technology/Web-site
https://www.britannica.com/topic/World-Wide-Web
https://www.britannica.com/technology/URL
https://www.lexico.com/definition/domain_name
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required to identify, establish and enforce expectations concerning the public’s use of the 
internet, electronically stored data, and electronic communications.  Such a structure is 
now available in many jurisdictions for executors, trustees, guardians, and agents under 
powers of attorney through the uniform law discussed below.  

The purpose of this Outline is to focus on the law as it relates to estate planning and 
administration for clients who are “electronic users,” with a view towards identifying 
practical solutions in the estate planning and administration context.  This Outline will 
review applicable federal law, the Revised Uniform Access to Digital Assets Act, emails, 
virtual currency, blockchain, estate planning considerations and drafting solutions, estate 
administration action steps, ethical issues, and minors’ rights. 

II. Federal Law Landscape 

Federal law is the dominant force in dealing with electronic activities and it addresses 
such activities through two primary focal points that are relevant to the estate planning 
attorney: the Stored Communications Act and the Computer Fraud and Abuse Act.5  
These Acts are the foundation on which concerns arise in the context of estate planning 
and administration.  Accordingly, an overview of these two Acts is helpful for the estate 
planning attorney.  

A. Stored Communications Act (“SCA”) – Background 

Congress enacted the Stored Communications Act (“SCA”)6 in 1986 as Title II of 
the Electronic Communications Privacy Act (“ECPA”).7  The ECPA was a larger 
bill that amended portions of Title III of the Omnibus Crime Control and Safe 
Streets Act of 1968.8  Thus, understanding the SCA requires a brief overview of 
the purpose behind the relevant provisions of both the Omnibus Crime Control 
and Safe Streets Act and the Electronic Communications Privacy Act.9 

 
1. Title III of the Omnibus Crime Control & Safe Streets Act 

The Omnibus Crime Control and Safe Streets Act was enacted in 1968. 10  
Title III thereof governs “Wiretapping and Electronic Surveillance,”11 and 
is commonly referred to as the Wiretap Act.12  The Wiretap Act sought to 
codify and meet the standards established by the Supreme Court’s 

                                                 
5 State law has also developed statutory provisions dealing with electronic activities, oftentimes based on federal 
law.  This Outline does not address state law.   
6 Stored Communications Act, Pub L. No. 99-508, codified at 18 U.S.C. §§ 2701–2713. 
7 Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508 (codified throughout 18 U.S.C.).  
8 See, e.g., id. § 101 (amending 18 U.S.C. § 2510). 
9 Congress has subsequently amended the ECPA, to wit, in 1994 via the Communications Assistance for Law 
Enforcement Act, Pub. L. No. 103-414, in 2001 via the USA Patriot Act, Pub. L. No. 107-56, and in 2008 via the 
FISA Amendments Act, Pub. L. No. 110-261. 
10 Omnibus Crime Control and Safe Streets Act of 1968, Pub. L. No. 90-351 (codified throughout 18 U.S.C.). 
11 Id. §§ 801-02 (amending 18 U.S.C. §§ 2510–2520). 
12 See Electronic Communications Privacy Act of 1986, H.R. Rep. No. 99–647, at 17 (1986). 
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holdings in Berger v. New York13  and Katz v. United States,14 which both 
discuss the constitutionality of electronic eavesdropping conducted by law 
enforcement.  Aside from seeking to create uniformity with respect to 
electronic eavesdropping following these two Supreme Court decisions, 
one of the main purposes of the Wiretap Act was preventing organized 
crime.15  
 
To ensure that oral and telephone communications remained private, while 
also allowing law enforcement to surveil electronic communications to 
combat crime when necessary, the Wiretap Act “prohibit[ed] all 
wiretapping and electronic surveillance by persons other than duly 
authorized law enforcement officers engaged in the investigation or 
prevention of specified types of serious crimes, and only after 
authorization of a court order obtained after a showing and finding of 
probable cause.”16  
 

2. Electronic Communications Privacy Act of 1986 

Nearly twenty years after passing the Wiretap Act, Congress enacted the 
Electronic Communications Privacy Act in 1986.  In doing so, Congress 
was responding to technological advances that it had not accounted for 
when it enacted the Wiretap Act.17  Specifically, in 1968, 
“[c]ommunications were almost exclusively in the form of transmission of 
the human voice over common carrier networks.”18  But by 1986, 
communications such as “large-scale electronic mail operations, cellular 
and cordless telephones, paging devices, miniaturized transmitters for 
radio surveillance, and a dazzling array of digitized information networks 
which were little more than concepts two decades [earlier]” had emerged, 
and people did not often conduct these communications on or through 
common carriers. 19  As such, the Wiretap Act did not govern the 
surveillance and interception of these forms of communication.20 
 
 

 
                                                 
13 388 U.S. 41 (1967).  In Berger, the Court invalidated New York’s eavesdropping statute on Fourth Amendment 
grounds.  Id. at 64.  The statute permitted electronic eavesdropping of oral conversations, or “bugging,” “upon the 
oath of the attorney general, the district attorney or any police officer above the rank of sergeant stating that ‘there is 
reasonable ground to believe that evidence of crime may be thus obtained.’”  Id. at 54.  The Court determined that 
this broad standard for the issuance of a warrant ran afoul of the Fourth Amendment’s probable cause and 
particularity requirements.  Id. at 58-59. 
14 389 U.S. 347 (1967).  In Katz, the Court held that electronic surveillance of telephone conversations is a form of 
search under the Fourth Amendment that requires a warrant.  389 U.S. at 348, 359. 
15 Omnibus Crime Control and Safe Streets Act of 1968, S. Rep. No. 90-1097, at 2157 (1968). 
16 Id. at 2153. 
17 See H.R. Rep. No. 99-647, at 17. 
18 Id. 
19 Id. at 17-18. 
20 Id. 
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3. New Technology 

One of the major new technologies that emerged and necessitated the 
ECPA was electronic mail, and the House Committee Report that 
accompanied the ECPA describes e-mail’s unique characteristics and the 
gaps in the existing legislation that the ECPA, and, more specifically, the 
Stored Communications Act (Title II of the ECPA) sought to address: 

Electronic mail differs from regular mail in three ways.  
First, e-mail is provided by private parties and thus not 
subject to governmental control or regulation under the 
postal laws.  Second, it is interactive in nature and can 
involve virtually instantaneous “conversations” more like a 
telephone call than mail.  Finally, e-mail is different from 
regular mail because the electronic communication 
provider as part of the service may technically have access 
to the contents of the message and may retain copies of 
transmissions.21   

While existing federal laws addressed the disclosure of e-mail 
communications, they did so tangentially, and Congress felt that no federal 
statute directly addressed the issue of safeguarding a person’s emails from 
divulgence either by the government or private actors.22  Specifically, the 
Wiretap Act only protected against “‘aural acquisition’ of the contents of a 
communication,” the Communications Act might provide some protection, 
and the Foreign Intelligence Surveillance Act “could be read to require 
federal law enforcement officials to obtain a court order before engaging 
in ‘electronic surveillance’ that acquires the contents of e-mail 
communication.”23  Still, none of the criminal offenses created by these 
existing statutes applied to private parties, such as e-mail service 
providers.24  

Safeguarding the Fourth Amendment’s guarantee of a “reasonable 
expectation of privacy”25 remained the foundational purpose of the ECPA 
and its Stored Communications Act, as Congress merely sought to extend 
and adapt the statutory protection created by the Wiretap Act to new and 

                                                 
21 Id. at 22. 
22 Id. 
23 Id. at 22-23. 
24 Id. at 23. 
25 The Fourth Amendment to the United States Constitution states:  
 

The right of the people to be secure in their persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon 
probable cause, supported by Oath or affirmation, and particularly describing the place to be 
searched, and the persons or things to be seized.  
 
U.S. Const. amend. IV. 
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emerging technologies.  Congress hoped to minimize the legal 
uncertainties that had emerged following the passage of the Wiretap Act 
by creating the SCA, and in doing so it balanced Fourth Amendment 
rights, the benefits of technological advances that were changing the way 
the world functioned, and law enforcement’s need for access to electronic 
communications in conducting criminal investigations.26 

The SCA carries out this purpose, generally, in three ways: (1) by creating 
criminal and civil actions to punish those who intentionally access 
electronic communications or the facilities that provide electronic 
communication services;27 (2) by allowing providers of electronic 
communication services to voluntarily disclose the contents or records of 
electronic communications under certain circumstances;28 and (3) by 
giving law enforcement access to electronic communications under certain 
circumstances.29 

 
B. Computer Fraud and Abuse Act (“CFAA”) - Background 

Congress enacted the Computer Fraud and Abuse Act (“CFAA”) in 1986 as an 
amendment to the Counterfeit Access Device and Computer Fraud and Abuse Act 
of 1984, a law passed just two years earlier that criminalized certain computer-
related offenses.30  Accordingly, the legislative history and committee reports for 
the original computer crime bill, in addition to the legislative history and 
committee reports for the CFAA, together provide a detailed and comprehensive 
understanding of Congress’ intention in enacting the CFAA.31   
 
1. Counterfeit Access Device and Computer Fraud and Abuse Act of 1984 

The predecessor to the CFAA, this Act was passed by Congress and 
codified at 18 U.S.C. § 1030.  At the time, Congress noted in the House 
Judiciary Committee Report for the bill that “there [was] no specific 
federal legislation in the area of computer crime,” and “any enforcement 
action in response to computer-related crime must rely on statutory 
restrictions that were designed for other offenses, such as mail fraud or 
wire fraud statutes.”32  As such, prosecution for computer-related crimes, 
such as hacking a computer system to access data without authorization, 
often depended on provisions in pre-existing statutes, such as the wire 
fraud statute, which required that a defendant use interstate commerce to 

                                                 
26 Melissa Medina, Note, The Stored Communications Act: An Old Statute for Modern Times, 63 AM. U. L. REV. 
267, 276 (2013); H.R. Rep. No. 99–647, at 23. 
27 18 U.S.C. § 2701; 2707. 
28 Id. § 2702. 
29 Id. § 2703. 
30 Prosecuting Computer Crime, UNITED STATES DEPTARTMENT OF JUSTICE (last visited Aug. 18, 2020), 
https://www.justice.gov/sites/default/files/criminal-ccips/legacy/2015/01/14/ccmanual.pdf. 
31 Congress has subsequently amended the CFAA eight times, most recently in 2008. 
32 Continuing Appropriations, 1985 – Comprehensive Crime Control Act of 1984, H.R. Rep. No. 98-894, at 6 
(citations omitted) (1984). 

https://www.justice.gov/sites/default/files/criminal-ccips/legacy/2015/01/14/ccmanual.pdf
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effectuate the crime.33  This created scenarios where, absent such an 
action by the defendant, “the U.S. prosecutor would not have been able to 
use the wire fraud statute,”34 thereby leaving the hacker without 
consequences. 

Citing the “amazing technological transformation” society was undergoing 
in the early 1980s, Congress noted that “the computer has become an 
integral part of our everyday lives, critical to our national defense, 
financial transactions, and information transmissions.”35  In less than ten 
years, personal computer sales had skyrocketed from “virtually zero” in 
1976 to over $1,000,000,000 by 1982.36  Computers were important in 
both the public and private sector, but criminals had also realized the 
power computers provided and began to use them to perpetuate crimes.37  
A technology company representative warned at a hearing before the 
House Subcommittee on Crime that personal computers had dramatically 
increased the speed at which computer hackers could access data, and that 
“the motion picture ‘War Games’ showed a realistic representation of the 
automatic dialing and access capabilities of the personal computer.”38 

In response, the 1984 Act made it a “felony to access classified 
information in a computer without authorization and made it a 
misdemeanor to access financial records or credit histories stored in a 
financial institution or to trespass into a government computer.”39 

2. 1986 Amendment of the CFAA 

Congress amended the Counterfeit Access Device and Computer Fraud 
and Abuse Act of 1984 (the “CADCFA”) two years later by enacting the 
Computer Fraud and Abuse Act of 1986.40  Congress enacted the CFAA 
for the same reasons it enacted the CADCFA just two years prior:  as a 
result of the ongoing “technological explosion,” computers became a 
mainstay in American society, bringing great benefits but also creating “a 
new type of criminal—one who uses computers to steal, to defraud, and to 
abuse the property of others.”41   

Because the CADCFA addressed many of these concerns, the CFAA only 
made relatively minor changes to the existing law.  One of the most 
significant reasons behind the enactment of the CFAA and amendment of 
the CADCFA were federalism concerns.  Specifically, Congress sought to 

                                                 
33 Id. 
34 Id. 
35 Id. at 8. 
36 Id. 
37 Id. at 9. 
38 Id. at 10. 
39 Prosecuting Computer Crimes, supra n. 30, at 1. 
40 Computer Fraud and Abuse Act of 1986, Pub. L. No. 99-474 (amending portions of 18 U.S.C. § 1030). 
41 Computer Fraud and Abuse Act of 1986, Dates of Consideration and Passage, S. Rep. No. 99-432, at 2 (1986). 
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“strike the appropriate balance between the Federal Government’s interest 
in computer crime and the interests and abilities of the States to proscribe 
and punish such offenses.”42  Congress accomplished this by rejecting an 
approach that would have included “enact[ing] as sweeping a Federal 
statute as possible so that no computer crime is potentially uncovered,” 
and instead opted to “limit Federal jurisdiction over computer crime to 
those cases in which there is a compelling Federal interest, i.e., where 
computers of the Federal Government or certain financial institutions are 
involved, or where the crime itself is interstate in nature.”43 

On a more technical level, the CFAA adjusted the scienter requirement, 
from “knowingly” to “intentionally,” in several provisions of the 
CADCFA which criminalized unauthorized access to a computer,44 and it 
created three new offenses: (1) “thefts of property via computer that occur 
as part of a scheme to defraud,”45 (2) the act of “intentionally alter[ing], 
damage[ing], or destroy[ing] certain computerized data belonging to 
another,”46 and (3) “conduct associated with ‘pirate bulletin boards,’ 
where passwords are displayed that permit unauthorized access to others’ 
computers.”47  The CFAA also altered some of the existing law’s 
definitions, added new defined terms and eliminated the specific 
conspiracy offense the original law contained.48 

C. Relevant Provisions of the SCA and CFAA for the Estate Planning Lawyer  

This Outline is intended to provide only an overview of the SCA and the CFAA.  
Therefore, a full analysis of the statutory provisions is not provided here.  Rather, 
the important points from the perspective of the estate planning lawyer are as 
follows: 
 
1. SCA Prohibitions  

The SCA makes it unlawful for any person to intentionally access an 
electronic communication while it is in electronic storage and thereby 
obtain, alter, or prevent access to the electronic communication.49  There 
are several exceptions to this prohibition that are relevant to estate 
planning and administration:  it “does not apply with respect to conduct 
authorized . . . by the person or entity providing a wire or electronic 

                                                 
42 Id. at 4. 
43 Id. at 4. 
44 Id. at 7–9. 
45 Id. at 9. 
46 Id. at 10. 
47 Id. at 13. 
48 See id. at 13–14. 
49 18 U.S.C. § 2701(a). 
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communications service; [or] . . . by a user of that service with respect to a 
communication of or intended for that user.”50 

In addition, the SCA places restrictions on an electronic communication 
service provider’s51 ability to disclose the contents of user 
communications.52  The term “contents” is defined by the SCA and relates 
to “information concerning the substance, purport, or meaning of [an 
electronic] communication.”53  Contents should be distinguished from a 
record of information related to an electronic communication service 
customer.54  A provider may not “knowingly divulge to any person or 
entity the contents of a communication while in electronic storage by that 
service [provider]” unless an exception to this prohibition applies.55  The 
provider may, but is not required to, disclose the contents of an electronic 
communication under the following circumstances relevant to estate 
planning and administration:  

to an addressee or intended recipient of such communica-
tion or an agent of such addressee or intended recipient,56 
or 

with the lawful consent of the originator or an addressee or 
intended recipient of such communication.57 

Note that these statutory provisions address the disclosure of the contents 
of electronic communications.  A separate provision prohibits an 
electronic communication service provider from “knowingly divulg[ing] a 
record or other information pertaining to a subscriber to or customer of 
such service . . . to any governmental entity.”58  This prohibition is far less 
restrictive than the restriction on the disclosure of contents, which 
prohibits a service provider from divulging contents to “any person or 
entity.”59  This provision gives providers discretion to divulge customer 
records “with the lawful consent of the customer or subscriber.”60  While 
contents comprise the full electronic communications, records of such 
communications present limited information, such as the recipient of a 

                                                 
50 Id. § 2701(c). 
51 An “electronic communication service” is defined as a “service which provides to users thereof the ability to send 
or receive wire or electronic communications.”  18 U.S.C. § 2510(15).  All email service providers are electronic 
communication service providers. 
52 Id. § 2702(a)(1). 
53 Id. § 2510(8).   
54 See Id. § 2702(a)(3) (distinguishing between contents and record); id. § 2702(c) (same). 
55 Id. § 2702(a)(1). 
56 Id. § 2702(b)(1). 
57 Id. § 2702(b)(3). 
58 Id. § 2702(a)(3). 
59 Id. § 2702(a)(1). 
60 Interestingly, the SCA provision governing the disclosure of records also includes an exception authorizing 
disclosure of customer records “to any person other than a governmental entity.”  18 U.S.C. § 2702(c)(6). 
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communication and the subject line, without revealing the internal 
message. 

 

2. SCA Sanctions 

The SCA establishes criminal penalties for the failure to comply with the 
provisions of the Act, and different penalties apply depending on the 
identity of the party who violates the Act.  A person who intentionally 
accesses an electronic communication without authorization “for purposes 
of commercial advantage, malicious destruction or damage, or private 
commercial gain, or in furtherance of any criminal or tortious act in 
violation of the law” may receive a fine and be sentenced to prison for up 
to five years for a first offense, and up to ten years for any subsequent 
offenses.61   

A person who intentionally accesses an electronic communication without 
authorization for any other purpose may receive a fine and be sentenced to 
prison for up to one year for a first offense, and up to five years for a 
subsequent offense or offense following another conviction under the 
SCA.62 

The SCA also creates a civil action for any service provider or person 
aggrieved by a violation of the Act committed knowingly or intentionally, 
whereby the plaintiff may recover equitable and declaratory relief, 
damages, and attorneys’ fees.63  The damages in such an action should 
reflect the actual losses incurred by the plaintiff as well as the profits 
enjoyed by the violator of the Act.64 

3. CFAA Prohibitions 

The CFAA makes it unlawful for any person to intentionally access a 
computer without authorization from its owner and obtain “information 
from any protected computer.”65  A protected computer includes a 
computer which “is used in or affecting interstate or foreign commerce or 
communication.”66  The CFAA also makes it unlawful for any person to 
“intentionally access a protected computer without authorization, and as a 
result of such conduct, recklessly cause, damage,” or “intentionally access 

                                                 
61 Id. § 2701(b)(1). 
62 Id. § 2701(b) 
63 Id. § 2707(a). 
64 Id. § 2707(c). 
65 Id. § 1030(a)(2)(A), (C).   
66 Id. § 1030(e)(2)(B). 
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a protected computer without authorization, and as a result of such 
conduct, cause damage and loss.”67   

4. CFAA Sanctions 

A person who intentionally accesses and obtains information from a 
protected computer may receive a fine and be sentenced to imprisonment 
for up to five years if “the offense was committed for purposes of 
commercial advantage or private financial gain;” if it was “committed in 
furtherance of any criminal or tortious act in violation of [the law],” or if 
“the value of the information obtained exceeds $5,000.”68  A person who 
intentionally accesses and obtains information from a protected computer 
without authorization for any other reason may receive a fine and be 
sentenced to imprisonment for up to a year.69  

A person who intentionally accesses a protected computer without 
authorization and causes damage may receive a fine and be sentenced to 
imprisonment for up to one year.70  

D. SCA & CFAA Relevant Cases  

1. A.V. ex rel. Vanderhye v. iParadigms, LLC, 562 F. 3d 630 (4th Cir. 2009)  

Where a user gains access to a service provider’s site through a password not 
meant for that user, but publicly available to the user, it may be a violation of the 
CFAA. 
 
iParadigms, involves a copyright infringement lawsuit filed by four high school 
students who claimed that the technology company, iParadigms, engaged by their 
schools to evaluate student papers required to be submitted online to the company 
for plagiarism detection, violated their copyright protections by retaining their 
papers for use to detect subsequent acts of plagiarism.  The defendant 
counterclaimed asserting, inter alia, violation of the CFAA and Virginia 
Computer Crimes Act, and sought damages, alleging that one student had gained 
“unauthorized access” to the software under the CFAA, by using a password 
assigned to college students, as opposed to the one given to the student by the 
student’s high school.   

 
The U.S. District Court for the Eastern District of Virginia granted summary 
judgment in favor of iParadigms as to the students’ claim of copyright 
infringement based on the doctrine of fair use.  It granted summary judgment 
against iParadigms as to the company’s counterclaims because it failed to produce 
evidence that it suffered any actual or economic damages as a result of the 

                                                 
67 Id. § 1030(5)(B)–(C). 
68 Id. § 1030(c)(2)(B). 
69 Id. § 1030(c)(2)(A). 
70 Id. § 1030(c)(4)(A)(i). 
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student’s “unauthorized access” of the site.  On cross appeals by both the 
plaintiffs and the defendant, the Fourth Circuit Court of Appeals affirmed the 
grant of summary judgment in favor of iParadigms as to the students’ copyright 
infringement claim but reversed the summary judgment order against iParadigm’s 
counterclaims and remanded for further consideration.   
 
Because one student had submitted his high school paper through the use of a 
password designated for college use that he obtained via the internet, rather than 
through the use of the password available through the high school, the appellate 
court found that it was possible that he gained unauthorized access to iParadigms’ 
program and that therefore the grant of summary judgment was inappropriate on 
this issue.  The court of appeals noted that the CFAA is “primarily a criminal 
statute” but “permits private parties to bring a cause of action to redress” CFAA 
violations.  Observing that the CFAA limits damages to “economic damages,” the 
court of appeals disagreed with the district court’s conclusion that “consequential 
damages” are not within the purview of “economic damages,” and acknowledged 
the costs incurred as part of iParadigms’ response to what appeared to be a CFAA 
violation, including investigation and man-hours associated with the alleged 
breach, which are allowed by the CFAA.  The court remanded for further 
consideration to determine whether the student’s access was unauthorized. 
 
2. In re Facebook, Inc., 923 F.Supp.2d 1204 (N.D. Cal. 2012). 

Under the SCA, a civil subpoena cannot compel a custodian to disclose access to 
a user’s digital assets, even if the user’s personal representatives provide consent 
on the decedent-user’s behalf. 
 
Where a decedent died under suspicious circumstances, causing her family 
members to question if her death was a suicide, the family subpoenaed the 
decedent’s Facebook records for the time period leading up to her death.  The 
court found that civil subpoenas could not compel the production of records under 
the SCA.  “Nor is the court persuaded that [the family’s] consent on [the 
decedent’s] behalf distinguishes these precedents so as to justify compelling 
production.”  The court thus found that while consent may have permitted 
Facebook to disclose the decedent’s account, it did not require such production. 
 
The court noted in dicta that “[o]f course, nothing prevents Facebook from 
concluding on its own that [the family members] have standing to consent on [the 
decedent’s] behalf and providing the requested materials voluntarily.”  Facebook 
chose not to do so. 
 
3. PPG Indus. v. Jiangsu Tie Mao Glass Co., 273 F. Supp. 3d 558 (W.D. Pa. 

2017). 

The same result occurred in PPG.   
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In PPG, the plaintiff (the defendant-decedent’s former employer suing the 
decedent’s estate for damages related to theft of trade secrets) sought to compel 
Microsoft, Google, and Yahoo to disclose the decedent’s email communications 
to his former employer, but the court held that while Microsoft, Google, and 
Yahoo had the discretion to disclose the emails voluntarily, the court could not 
require disclosure, and it denied the plaintiff’s motions to compel the service 
providers to produce the decedent’s email communications pursuant to the 
plaintiff’s subpoenas. 

The former employee-decedent had committed suicide after being arrested and 
charged with theft of trade secrets.  The employer-plaintiff subsequently filed the 
action and received the decedent’s executor’s consent for the production of all 
materials relevant to the case.  The plaintiff served subpoenas on Microsoft, 
Google, and Yahoo for the disclosure of the decedent’s email communications on 
his accounts with each of the three companies.  Microsoft, Google, and Yahoo all 
refused to comply with the subpoenas, and the plaintiff filed a motion to compel. 

This case arose in the context of the SCA, which provides as follows: 

§ 2702(a)(1):  “[A] person or entity providing an electronic 
communication service to the public shall not knowingly divulge to any 
person or entity the contents of a communication while in electronic 
storage by that service.” 

However, there is an exception in the SCA which provides that: 

§ 2702(b)(3):  “A provider described in subsection (a) may divulge the 
contents of a communication . . . with the lawful consent of the originator 
or an addressee or intended recipient of such communication, or the 
subscriber in the case of remote computing service.” 

The employer-plaintiff argued that Microsoft, Google, and Yahoo were required 
to produce the decedent’s emails because the plaintiff had served subpoenas 
seeking them, and the decedent’s executor had given lawful consent for their 
disclosure as required under § 2702(b)(3).  The plaintiff claimed that, “under 
Pennsylvania law an executor has the authority to handle a decedent’s digital 
assets, including his electronic communications, as if she were the decedent.”  
The court, however, did not address the validity of this argument because it 
determined that “the language of the SCA itself [provides] that production should 
not be compelled.”   

The court stated that there is no exception in the SCA for the disclosure of 
electronic communications pursuant to civil subpoenas.  Second, the court stated 
that § 2702(b) does not require disclosure; rather, it states that “providers may 
divulge communications if an exception applies.”  Therefore, the decision to 
release emails even where there is lawful consent remains within the provider’s 
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discretion.71  The court also noted that even if it had found that it could require 
disclosure of the emails, “it would be unlikely to order Yahoo to do so” because 
the decedent repeatedly consented to Yahoo’s Terms of Service, “which include a 
‘No Right of Survivorship and Non-Transferability’ provision.”  Assuming 
Yahoo’s Terms of Service were enforceable, the estate did not own the emails in 
the decedent’s Yahoo account at the time of his death, meaning that the executor 
could not consent to their disclosure. 

4. But see, In re Air Crash near Clarence Ctr., Nos. 09-md-2085, 09-CV-
9618, 2011 WL 6370189 (W.D.N.Y. 2011). 

Where personal representatives requested the testator’s social media 
accounts, text messages, emails and instant messages to determine the 
proper outcome of a wrongful death action commenced on the testator’s 
behalf, the court noted that “the SCA does not apply to the user of the 
electronic communications service himself, [as in the personal 
representatives,] nor does it impose civil or criminal liability when action 
is taken in good faith pursuant to a court order.”  The court subsequently 
granted the personal representatives’ motion to compel the custodians to 
produce the testator’s electronic communications, because the records 
were relevant to the wrongful death action. 

 
III. Important Developments  

A. Ajemian v. Yahoo!, Inc., 84 N.E. 3d 766, (Mass. 2017), cert. den. Oath Holdings, 
Inc. v. Ajemian, 138 S. Ct. 1327 (2018). 

While not designed for estate administration, the SCA has been analyzed in that 
context in Ajemian v. Yahoo!, Inc.  The court in Ajemian provides a helpful 
analysis of the SCA for estate administration purposes, and demonstrates the 
outcome of a fiduciary’s power—or lack thereof—under the SCA without the 
assistance of any other legislation. 

The decedent created a Yahoo email account with his brother and shared 
passwords.  The decedent died in 2006 and his brother and sister were appointed 
administrators of his intestate estate (referred to collectively as the “personal 
representatives”).  The decedent did not provide instructions regarding the 
handling of his emails after his death.  Yahoo denied the personal representatives 
access to the contents of the decedent’s emails.  The personal representatives 
subsequently commenced an action seeking a judgment declaring that they were 
entitled to unfettered access to the email contents and ordering Yahoo to provide 
the requested access.  

                                                 
71 Interestingly, the court noted that Microsoft had stipulated that it would voluntarily divulge the emails if “the 
Pennsylvania court with jurisdiction over [the decedent]’s estate concludes that [the decedent’s executor]’s consent 
is ‘lawful consent’ under § 2702(b)(3).”  PPG, 273 F.Supp.3d at 562.  The court made clear that its “Order does not 
foreclose that avenue.”  Id. 



14 
 

The trial court granted Yahoo’s motion to dismiss the complaint on the grounds 
that a forum selection clause in Yahoo’s terms of service agreement required the 
action to be brought in California.  The appellate court concluded that forum 
selection and limitations clauses in the terms of service agreement could not be 
enforced against the personal representatives and remanded the matter to the trial 
court to determine whether the SCA would bar Yahoo from releasing the contents 
of the decedent’s emails.   

On remand, Yahoo again declined to provide access to the email contents, 
claiming it was prohibited from doing so by the SCA.  The service provider also 
claimed that its terms of service granted it the discretion to reject the personal 
representatives’ request for the content.  The parties cross-motioned for summary 
judgment and Yahoo’s motion was granted by the lower court.  

Upon a second appeal, the question was whether the SCA prohibited Yahoo from 
voluntarily disclosing the contents of the email account to the personal 
representatives.  The court concluded that the SCA does not prohibit such 
disclosure, but rather it allows Yahoo to divulge the contents of the email where, 
as here, the personal representatives lawfully consent to the disclosure on a 
decedent’s behalf.   

Thus, the court concluded that the personal representatives may provide lawful 
consent on the decedent’s behalf to release the contents of his emails.  This did 
not, however, require Yahoo to divulge the contents of the decedent’s 
communications to them.  The SCA did not stand in the way of Yahoo disclosing 
the same.  The appellate court found that summary judgment was not warranted 
under such circumstances and remanded the matter for further proceedings. 

B. Terms of Service Agreements (“TOSAs”) 

1. Defined 

Online accounts are typically governed by complex, small-printed 
agreements, known as terms of service agreements, which are generally 
click-through or scroll-through contracts that users must agree to before 
participating in a service provider’s site.  A terms of service agreement is 
essentially “an agreement that controls the relationship between a user and 
a custodian.”72  Service providers typically limit users’ access to their 
online accounts in a few ways.  The user may have a non-transferable right 
that terminates upon her death, like under Yahoo’s and Apple’s iCloud 
Terms of Service; the user may own the account, with the service provider 
maintaining a license to the contents of the user’s profile, as is the case 
under LinkedIn’s Terms of Service; or, the user may have the right to 
grant another user limited access to his account after the user’s death, as 
provided in Facebook’s Terms of Service. 

                                                 
72 Revised Fiduciary Access to Digital Assets Act, § 2(24). 
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2. Sample TOSAs   

a. Non-transferable Accounts 

Yahoo:  “[A]ll Verizon Media73 accounts are non-transferable, and 
any rights to them terminate upon the account holder’s death.”74   
Apple’s iCloud:  “You agree that your Account is non-transferable 
and that any rights to your Apple ID or Content within your 
Account terminate upon your death.  Upon receipt of a copy of a 
death certificate your Account may be terminated and all Content 
within your Account deleted.”75 
 

b. User Owns the Account, with License Held by Provider 

LinkedIn:  “As between you and LinkedIn, you own the content 
and information that you submit or post to the Services, and you 
are only granting LinkedIn and our affiliates the following non-
exclusive license: 
 
A worldwide, transferable and sub-licensable right to use, copy, 
modify, distribute, publish and process, information and content 
that you provide through our Services and the services of others, 
without any further consent, notice and/or compensation to you or 
others.”76 
 
Twitter:  “By submitting, posting or displaying Content on or 
through the Services, you grant us a worldwide, non-exclusive, 
royalty-free license (with the right to sublicense) to use, copy, 
reproduce, process, adapt, modify, publish, transmit, display and 
distribute such Content in any and all media or distribution 
methods now known or later developed[.]”77 
 

c. User Retains the Right to Grant Account Access to Other User  

Facebook allows a subsequent account owner to be appointed on 
its site:   
“You may designate a person (called a legacy contact) to manage 
your account if it is memorialized [as in, if the user appoints a 

                                                 
73 In the summer of 2017, Yahoo and AOL joined together to become Oath, a digital and mobile media company 
which is also part of Verizon.   
74 Verizon Media Terms of Service, VERIZON MEDIA (Aug. 2020), 
https://www.verizonmedia.com/policies/us/en/verizonmedia/terms/otos/index.html. 
75 Welcome to iCloud, APPLE (Sep. 2019), 
https://www.apple.com/ca/legal/internet-services/icloud/en/terms.html.  
76 User Agreement, LINKEDIN (Aug. 11, 2020), https://www.linkedin.com/legal/user-agreement#termination.  
77 Twitter Terms of Service, TWITTER (June 18, 2020), https://twitter.com/en/tos.  

https://www.verizonmedia.com/policies/us/en/verizonmedia/terms/otos/index.html
https://www.apple.com/ca/legal/internet-services/icloud/en/terms.html
https://www.linkedin.com/legal/user-agreement#termination
https://twitter.com/en/tos
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subsequent owner, known as the “legacy contact”].  Only your 
legacy contact or a person who you have identified in a valid will 
or similar document expressing clear consent to disclose your 
content upon death or incapacity will be able to seek disclosure 
from your account after it is memorialized.”78 
 
Evernote,79 on the other hand, does not allow for the appointment 
of a subsequent owner, but encourages users to share their account 
information with their personal representatives:   
 
“If you wish to enable someone to have access to your Content or 
other data in your account after you are no longer able to provide 
them access, you need to implement a process for providing your 
information to them.  We will not provide your information, or 
your Content to anyone, even next of kin, unless we determine that 
we are legally obligated to do so.  We encourage you to include 
your Basic Subscriber information, with instructions on how to 
access your Content, in your will or other estate plans, so that 
anyone you wish to have access to your account will have the 
means to do so.”    
 

3. Terms of Service Agreement Cases 

The lack of consistency across jurisdictions regarding the enforceability of 
terms of service agreements is apparent in relevant case law and evidenced 
the need for a uniform act.   
 
a. In re Estate of Ellsworth, No. 2005-296, 651-DE (Mich. Prob. Ct. 

Mar. 4, 2005). 

Where Yahoo refused the father and personal representative of a deceased 
soldier access to his son’s emails to administer and settle his estate, citing 
to the terms of service agreement, the Court ordered the custodian to 
release contents of the emails.  Yahoo complied with the court order 
despite the violation of its terms of service. 

b. Cf. CR Associates, L.P. v. Sparefoot, Inc., Civil No. 17-10551-
LTS, 2018 WL 988056 (D. Mass. Feb. 20, 2018). 

However in another jurisdiction, a court order could not circumnavigate 
the terms of service agreement. 

This case involves a lawsuit for alleged trademark violations stemming 
from the defendants’ use of the plaintiff’s trademark on the defendants’ 

                                                 
78 Terms of Service, FACEBOOK (July 21, 2019) https://www.facebook.com/terms.php.  
79 Evernote is an online note-taking application, which syncs the user’s notes across multiple devices.  For more 
information, see About Evernote, EVERNOTE (2020), https://evernote.com/about-us.  

https://www.facebook.com/terms.php
https://evernote.com/about-us
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websites.  This opinion resolves a motion to dismiss and motion to 
transfer, and the motion to transfer depends on a forum selection clause 
contained in the defendants’ online terms of service agreement.  The court 
held that the parties were bound by the forum selection clause in the terms 
of service and transferred the case to the Western District of Texas. 

The plaintiff, CR Associates (“CR”), has a trademark for “Cross Road 
Storage.”  One of the defendants, Selfstorage, owns the domain name 
Selfstorage.com and licensed this site to Sparefoot, who operates both 
Selfstorage.com and Sparefoot.com.  The defendants allegedly used CR’s 
mark on these websites to “boost defendants’ Google search results” and 
“to say CR’s self-storage facility is ‘unavailable’ while directing viewers 
to other self-storage facilities under contract with defendants.”   

CR was a client of Sparefoot’s, and becoming a client required CR to 
agree to Sparefoot’s terms of service.  The terms of use are contained in a 
hyperlink found on Sparefoot’s site during the client sign-up process.  The 
user must click a box next to an “I agree” statement acknowledging the 
terms of service.  CR’s representative completed this process and clicked 
“I agree” while signing up for Sparefoot. 

The terms of service provide that “The federal and state courts of Travis 
County, Texas shall have exclusive jurisdiction and venue to adjudicate 
any dispute arising out of this Agreement.” 
 
The court first determined that it lacked personal jurisdiction over 
Selfstorage, and it dismissed CR’s claims as to Selfstorage.  However, the 
claims against Sparefoot remain. 

Sparefoot sought to enforce the forum selection clause contained in the 
terms of service against CR.  The court cited Ajemian for the relevant 
standard to assess the enforceability of a forum selection clause contained 
in an online terms of service agreement: “[T]he provision must be 
‘reasonably communicated and accepted.’”  Online terms may be 
reasonably communicated by “(1) clear notification to users of the 
availability of the terms of service by following a link” or “(2) display of 
the terms of the agreement ‘on the user’s computer screen (in whole or in 
part).’” “In either case, the consumer must plainly manifest his assent by, 
for instance, clicking ‘I accept.’” 

The court noted that Sparefoot’s terms of service were communicated to 
the CR user by a blue hyperlink, and the CR user manifested assent to the 
terms by explicitly clicking “I agree.”  The court did not analyze the 
enforceability of the terms much more than that. 
 
The other issue regarding the terms of service agreement was whether the 
CR user who completed the signup and assented to the terms had authority 
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to bind CR.  The court determined that the user, a limited partner of CR, 
had implied actual authority to bind CR because he signed CR up as a 
client of Sparefoot as part of an investigation that he had actual authority 
from the general partner to conduct.  Signing up for Sparefoot was a 
“reasonably part of his investigation” because “it was necessary to obtain 
pricing” from Sparefoot. 
Once the court determined that the forum selection clause was 
enforceable, it had to determine whether it should be given controlling 
weight and in fact enforced. 
 
Although a court deciding whether to enforce a forum selection clause and 
transfer a case to a different venue normally must consider both the public 
and private interest factors, “when the parties have contractually consented 
to a venue, ‘a district court may consider arguments about public-interest 
factors only.” 
 
Here, “the public interest factors [were] largely neutral,” so this case was 
“not among the ‘exceptional cases’ where the forum selection clause does 
not control.” 
 
c. See also, Wickberg v. Lyft, Inc., 356 F. Supp.3d 179 (D. Mass. 

2018). 

In this case, the court granted Lyft’s motion to compel arbitration after 
finding that the plaintiff Lyft driver affirmatively assented to Lyft’s terms 
of service, which contained a binding arbitration provision. 

The plaintiff is a driver for Lyft who sought to sue Lyft for misclassifying 
him and other potential class members as independent contractors instead 
of employees.   

When the plaintiff signed up online to become a Lyft driver, he “clicked a 
checkbox that stated, ‘I agree to Lyft’s [September 30, 2016] terms of 
services.’”  “Lyft’s terms of services” was highlighted in pink and 
hyperlinked to a copy of the terms of service.  The terms contained a 
binding arbitration clause.  The plaintiff again assented to a nearly 
identical provision posted by Lyft in February 2016. 
 
In 2018, the plaintiff wrote to Lyft’s general counsel stating that he 
“would like to opt out of arbitration with respect to claims that are not part 
of a pending settlement action.”  Lyft filed a motion to compel arbitration 
pursuant to the terms of service. 
 
The court applied state-law contract principles to determine whether the 
parties did in fact agree to arbitrate this matter.  The court cited Ajemian 
for the proposition that “[u]nder Massachusetts law, courts ‘have held that 
. . . clauses [in online contracts] will be enforced provided that they have 
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been reasonably communicated and accepted and if, considering all the 
circumstances, it is reasonable to enforce the provision at issue.” 

The court held that the plaintiff had reasonable notice of the terms of 
service agreement because “Lyft’s screen required [the plaintiff] to click a 
box stating that he ‘agreed to Lyft’s terms of service’ before he could 
continue with the registration process.”  Although the link to the terms 
appeared towards the bottom of the page “in a smaller font and without a 
typical blue-colored hyperlink, the phrase was pink and distinguishable on 
the screen.”   

Although the plaintiff argued that he had not actually read the terms, “the 
relevant inquiry is not whether he actually viewed the terms but whether 
they were reasonably communicated to him.”  The plaintiff also argued 
that he had not affirmatively accepted the terms of service, but the court 
quickly dismissed this argument by finding that he did unambiguously 
manifest assent by clicking “I agree.” 
 
Although the plaintiff wrote to Lyft informing it that he would like to opt 
out of arbitration, the court noted that he failed to do so within the thirty 
days of his acceptance required by the terms of service, so his opt-out was 
ineffective.  The driver did, however, successfully opt out of the February 
2018 terms of service, but those terms contained a provision stating that 
drivers could only opt out of the arbitration provision if they had not 
previously agreed to such an arbitration provision, which the plaintiff had. 

 
d. But see Wilson v. Huuuge, Inc., 944 F.3d 1212 (9th Cir. 2019). 

In Wilson, the plaintiff sued Huuuge, Inc., (“Huuuge”), a provider of 
online casino games, alleging Huuuge violated state law by charging users 
for chips.  The Ninth Circuit Court of Appeals held that the plaintiff was 
not bound by an arbitration agreement contained in the terms of service for 
Huuuge’s online casino app because the plaintiff had neither actual nor 
constructive notice of the terms.   

Huuuge owns and operates a smartphone app that allows smartphone users 
to play casino games using free or purchased chips.  The plaintiff 
downloaded the app in 2017 and filed this class action lawsuit in 2018, 
alleging that Huuuge violated Washington law by charging users for chips.  
Huuuge filed a motion to compel arbitration, arguing that the binding 
arbitration clause contained in the app’s terms of use prohibited the 
plaintiff from bringing the class action suit. 

App users do not need to acknowledge or consent to the terms before 
downloading or using the app.  Users can view the terms before 
downloading the app by viewing the app’s full page in a smartphone app 
store, then “click[ing] on the small blue text stating ‘more’ in the app’s 
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description.”  From there, a user would need to “scroll through several 
screen-lengths of text to encounter a paragraph that starts with ‘Read our 
Terms of Use.’”  Even then, that paragraph does not contain a hyperlink to 
the terms, but instead, a user must copy and paste the URL into a web 
browser.  Alternatively, a user may access the Terms by opening the 
setting menu during gameplay, where the user has the option to select the 
“Terms & Policy” tab. 

Huuuge argued the plaintiff had constructive notice of the Terms and the 
arbitration agreement when he downloaded the app and while using the 
app.  Notably, neither the district court nor the Court of Appeals 
considered whether the plaintiff had actual notice of the terms of service 
because Huuuge failed to present any evidence on actual knowledge.  
Under the Federal Arbitration Act, Huuuge needed to prove that a valid 
arbitration agreement existed by a preponderance of the evidence.  The 
validity of the agreement turned on Washington state-law contract 
principles.  The formation of a contract requires mutual assent and, “in the 
context of online agreements, the existence of mutual assent turns on 
whether the consumer had reasonable notice of the terms of service 
agreement.” 

As stated above, the plaintiff’s actual notice of the terms of service 
agreement was not at issue, so the sole issue was whether he had 
constructive notice of the terms.  The court found that Huuuge’s terms of 
service were a “browsewrap agreement,” a type of online contract which 
“do[es] not require the user to take any affirmative action to assent to the 
website terms.”  To determine the validity of a browsewrap agreement in 
the absence of a user’s actual knowledge, a court must determine whether 
a reasonably prudent user would be on constructive notice of the terms. 

Generally, constructive notice depends on the “conspicuousness and 
placement of the terms and conditions, as well as the content and overall 
design of the app.”  The court described several types of browsewrap 
agreements that courts have been unwilling to enforce for lack of 
constructive notice, such as: 

1. Agreements “buried at the bottom of the page or 
tucked away in obscure corners of the website.”  
Nguyen v. Barnes & Noble, 763 F.3d 1171 (9th Cir. 
2014). 

2. “Agreements where the terms are available only if 
users scroll to a different screen.”  Hines v. 
Overstock.com, Inc., 668 F. Supp.2d 362 (E.D.N.Y. 
2009). 
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3. Agreements where the terms are only available if 
the users “complete a multi-step process of clicking 
non-obvious links.”  Van Tassell v. United Mktg. 
Grp., 795 F. Supp.2d 770 (N.D. Ill. 2011). 

4. Agreements where the terms are only available if 
the users “parse through confusing or distracting 
content and advertisements.”  Starke v. 
SquareTrade, Inc., 913 F.3d 279 (2d Cir. 2019). 

The Court of Appeals stated that Huuuge’s app is “littered” with the flaws 
listed above.  Huuuge’s terms of service are “not just submerged—they 
are buried twenty thousand leagues under the sea.”  To find the terms, the 
user would need to go to the app’s full profile page and then scroll through 
multiple pages of “similar-looking paragraphs” before being “urged to 
read the Terms—a plea undercut by Huuuge’s failure to hyperlink the 
Terms.”  The Court held that a reasonably prudent user could not be 
expected to “scrutinize the app’s profile page with a fine-tooth comb for 
the Terms.” 

Likewise, to access the Terms during gameplay, a user would need to take 
multiple steps, first clicking on the menu button, which is “tucked away in 
the corner and obscured amongst the brightly colored casino games.”  In 
the menu, the “Terms & Policy” tab is “buried among many other links,” 
and it is not bolded, highlighted, or set apart from the other tabs. 

The court rejected Huuuge’s argument that because the plaintiff had 
repeatedly used the app, “it was likely he would stumble upon the Terms,” 
placing him on constructive notice of the Terms.  Because users could 
play the game without ever needing to access the settings menu, and 
because nothing in the app points the user to the settings menu, the court 
stated that “[o]nly curiosity or dumb luck might bring a user to discover 
the Terms.” 

Accordingly, the court found that the plaintiff did not have constructive 
notice of the terms of service agreement and, therefore, he was not bound 
by the arbitration agreement contained in the terms. 

C. ACTEC Proposal 

Federal law as discussed above appears to fall short of providing the predictable 
structure needed for estate planning and administration, as evidenced by the wide-
ranging results of litigation detailed above.  By letter dated January 28, 2015, the 
American College of Trust and Estates Counsel (“ACTEC”) wrote to the Chair of 
the Senate Subcommittee on Privacy, Technology and the Law and the Chair of 
the House Subcommittee on Courts, Intellectual Property, and the Internet, 
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requesting amendments to the SCA and CFAA.80  Specifically, ACTEC 
recommended, among other things, adding a new permissible recipient of the 
contents of an electronic communication, including an agent or other fiduciary of 
the originator, addressee, or intended recipient of communications, adding an 
agent or other fiduciary of the subscriber in the case of a remote computing 
service, and adding a definition of the term “authorization” to clarify fiduciary 
access and authority.  However, these recommendations were not adopted. 

The issues presented to the estate planning attorney, whether in the context of 
planning or administration, remain unresolved.  As clients become more computer 
literate and financial institutions become more insistent on the implementation 
and use of electronic statements and communications, personal representatives 
remain concerned about the adequacy of investigation and discovery of estate 
assets.  While it may be routine for the executor to examine the decedent’s U.S. 
mail to investigate and identify assets,81 this option is not readily available in the 
case of a decedent’s emails. 

IV. RUFADAA 

A. Introduction 

In the summer of 2014, the Uniform Law Commission (“ULC”)82 initially 
published the Fiduciary Access to Digital Assets Act (2014) (“2014 Act”), 
granting executors, trustees, guardians, and agents under a power of attorney 
access to a user’s digital assets.83  Despite the subsequent introduction of the 2014 
Act in 27 states, only Delaware enacted a version of the 2014 Act.84 In fact, the 
2014 Act was opposed by certain members of the technology industry85 who were 
represented by two lobby groups, Net Choice86 and TechNet.87  The ACLU also 

                                                 
80 See Judge Jeff Flake and Judge Darrell Issa, The American College of Trust and Estate Counsel (ACTEC®) 
Proposed revisions to the ECPA and to the CFAA to clarify that fiduciaries may exercise authority over a person’s 
digital assets, THE AMERICAN COLLEGE OF TRUST AND ESTATE COUNSEL (Jan. 28, 2015), 
https://www.actec.org/resources/actec-proposed-revisions-to-the-ecpa/.  
81 See, e.g., Mail Addressed to the Deceased, UNITED STATES POSTAL SERVICE (last visited Aug. 18, 2020), 
https://www.usps.com/manage/mail-for-deceased.htm (“You may forward a single piece of mail, for example, to an 
appointed executor”). 
82 The ULC is a group of practicing lawyers, judges, legislators and legislative staff and law professors, appointed 
by various states, D.C., Puerto Rico and the U.S. Virgin Islands to draft and promote enactment of uniform state 
laws in selected areas of the law to provide consistency from state to state, if possible.  See Overview: About Us, 
UNIFORM LAW COMMISSION (last visited Aug. 18, 2020), https://www.uniformlaws.org/aboutulc/overview.  
83 Fiduciary Access to Digital Assets Act, UNIFORM LAW COMMISSION (2014), 
https://www.uniformlaws.org/committees/community-home?CommunityKey=031770c7-520b-4f03-9e9b-
e5f827b375c5.  
84 Delaware, the first jurisdiction in the United States to pass legislation regarding digital assets, enacted its digital 
assets statute (based on the 2014 Act but not entirely) prior to the ULC’s promulgation of the 2014 Act.  See Del. 
H.B. No. 345 (2014); Del. Code Ann. tit.12 § 5001-07. 
85 For a list of comments about the flaws of the 2014 Act see commentary from NetChoice, Privacy Expectation 
Afterlife and Choices Act (PEAC), NETCHOICE (last visited Aug. 18, 2020), https://netchoice.org/wp-
content/uploads/Privacy-Expectations-Afterlife-and-Choices-Act-2pager-FINAL.pdf.    
86 See About Us, NETCHOICE (2001), https://netchoice.org/about/.  
87 See Our Story, TECHNET THE VOICE OF THE INNOVATION ECONOMY (2018), https://technet.org/.  

https://www.actec.org/resources/actec-proposed-revisions-to-the-ecpa/
https://www.usps.com/manage/mail-for-deceased.htm
https://www.uniformlaws.org/aboutulc/overview
https://www.uniformlaws.org/committees/community-home?CommunityKey=031770c7-520b-4f03-9e9b-e5f827b375c5
https://www.uniformlaws.org/committees/community-home?CommunityKey=031770c7-520b-4f03-9e9b-e5f827b375c5
https://netchoice.org/wp-content/uploads/Privacy-Expectations-Afterlife-and-Choices-Act-2pager-FINAL.pdf
https://netchoice.org/wp-content/uploads/Privacy-Expectations-Afterlife-and-Choices-Act-2pager-FINAL.pdf
https://netchoice.org/
https://technet.org/
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concluded that it would not support the 2014 Act as drafted.88  In the midst of this 
discord, other legislative solutions were considered by some states, such as 
Virginia, which passed the Privacy Expectation Afterlife and Choices Act 
(“PEAC”) in 2015.89 

The ULC revisited the 2014 Act and, in consultation with technology industry 
leaders, subsequently withdrew the 2014 Act, revised it and promulgated the 
Revised Uniform Fiduciary Access to Digital Assets Act in 2015 (“RUFADAA”).  
As of August of 2020, RUFADAA has been passed in all but a modest number of 
states (it has been introduced in Massachusetts, Washington, D.C., and 
Oklahoma; it has not been enacted in Louisiana and Puerto Rico).90  It has been 
endorsed by the AARP, National Academy of Elder Law Attorneys, Facebook, 
Google, and the Center for Democracy and Technology, and has been approved 
by the American Bar Association.91  Thus, there seems to be no debate about 
RUFADAA.92  

The structure of RUFADAA (or “the Act”) is discussed further below.  In 
addition to federal law, the Act gives the fiduciary a framework within which to 
operate when addressing any electronic records related to a user’s digital assets. 
The Act consists of 21 Sections, 15 of which are the focus of this Outline,93 and 
applies to four types of fiduciaries: an executor/personal representative of a 
decedent’s estate; guardian/conservator of the estate of an incapacitated person; 
trustee of a trust whenever create; and a fiduciary acting under a power of 
attorney.  The Act also notes that it applies to a custodian (e.g., a provider of 

                                                 
88 The ACLU was joined by other civil liberty organizations.  Letter from the ACLU, Center for Democracy and 
Technology, Electronic Frontier Foundation and Consumer Action, Re: Civil Liberty Organizations Respond to the 
Uniform Fiduciary Access to Digital Assets Act (Jan. 12, 2015), https://www.aclu.org/other/joint-letter-civil-liberty-
organizations-respond-uniform-fiduciary-access-digital-assets-act. 
89 Va. Code Ann. §§ 64.2-109 – 64.2-115 (2015).  See also, Judge Jay Leftwich and Judge Mark Obenshaim, 
Protecting the Digital Afterlife: Virginia’s Privacy Expectation Afterlife and Choices Act, VOL. XIX:I RICH. J. L. & 
PUB. INT. 40-50 (2015).  PEAC did not gain traction in other states. 
90 Fiduciary Access to Digital Assets Act, Revised, UNIFORM LAW COMMISSION (2020), 
https://www.uniformlaws.org/committees/community-home?CommunityKey=f7237fc4-74c2-4728-81c6-
b39a91ecdf22.  
91 A Few Facts About the Revised Uniform Fiduciary Access to Digital Assets Act (2015), UNIFORM LAW 
COMMISSION (Jan. 2020), 
https://www.uniformlaws.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=95b03c2f-
f10e-e695-d748-9e251cccf6ba&forceDialog=0.  
92 For a comparison of UFADAA, PEAC and RUFADAA, see Comparison of the Uniform Fiduciary Access to 
Digital Assets Act (Original UFADAA), the Privacy Expectations Afterlife and Choices Act (PEAC Act), and the 
Revised Uniform Fiduciary Access to Digital Asses Act (Revised UFADAA), UNIFORM LAW COMMISSION (last 
visited Aug. 18, 2020), 
https://www.uniformlaws.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=a45a0fc6-
4cb4-0b25-a4cf-1792f1852355&forceDialog=0. 
93 The six omitted sections are as follows:  RUFADDA Section 1 relates to the short title of the act; Section 17 
relates to the uniformity of application of the law; Section 18 relates to the impact on the Electronic Signatures in 
Global and National Commerce Act; Section 19 relates to severability; Section 20 relates to repeals (if applicable) 
and Section 21 relates to the Effective Date of the Act.  These provisions are important, but not the focus of this 
Outline. 

https://www.aclu.org/other/joint-letter-civil-liberty-organizations-respond-uniform-fiduciary-access-digital-assets-act
https://www.aclu.org/other/joint-letter-civil-liberty-organizations-respond-uniform-fiduciary-access-digital-assets-act
https://www.uniformlaws.org/committees/community-home?CommunityKey=f7237fc4-74c2-4728-81c6-b39a91ecdf22
https://www.uniformlaws.org/committees/community-home?CommunityKey=f7237fc4-74c2-4728-81c6-b39a91ecdf22
https://www.uniformlaws.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=95b03c2f-f10e-e695-d748-9e251cccf6ba&forceDialog=0
https://www.uniformlaws.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=95b03c2f-f10e-e695-d748-9e251cccf6ba&forceDialog=0
https://www.uniformlaws.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=a45a0fc6-4cb4-0b25-a4cf-1792f1852355&forceDialog=0
https://www.uniformlaws.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=a45a0fc6-4cb4-0b25-a4cf-1792f1852355&forceDialog=0
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email services such as Google) if the user resides in the enacting state or was 
residing in the enacting state at death.94 

As stated in the Prefatory Note of RUFADDA, the purpose of the Act is two-
fold:95   

• First, it gives fiduciaries the legal authority to manage digital 
assets and electronic communications in the same way they 
manage tangible assets and financial accounts, to the extent 
possible.  

• Second, it gives custodians of digital assets and electronic 
communications the legal authority to communicate with the 
fiduciaries of their users, while respecting users’ reasonable 
expectations of privacy for personal communications.   

B. Definitions 

Section 2 of the Act (entitled “Definitions”) is a powerful section introducing 
terms that will soon become commonplace.  Understanding RUFADAA is 
dependent on learning and using these terms.  Certain key terms and their 
definitions, along with a sample or illustration, are listed here. 

RUFADAA Term RUFADAA Definition  Author’s Illustration 

Digital Asset96 An electronic record in which an 
individual has a right or interest.  The 
term does not include an underlying asset 
or liability unless the asset or liability is 
itself an electronic record. 

Your email; virtual 
currency; photographs 
on your smartphone. 

Record97 Information that is inscribed on a tangible 
medium or that is stored in an electronic 
or other medium and is retrievable in 
perceivable form. 

Almost anything in 
writing is a record;  a 
handwritten letter to you 
from your uncle is a 
record; his email to you 
is an electronic record. 

                                                 
94 Section 3 of the Act expressly does not apply to an employer’s “digital asset” used by an employee in the ordinary 
course of the employer’s business.  For example, business emails would not be covered by the Act.  Business emails 
are not discussed in this Outline, but users should avoid using business emails for personal activities, not only 
because such emails are not private (i.e., the employer typically has authority to read such emails), but because the 
employee’s executor cannot demand access to them under RUFADAA. 
95 RUFADAA, Prefatory Note.  
96 RUFADAA, § 2(10). 
97 Id. § 2(22). 
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Account98 An arrangement under a terms of service 
agreement in which a custodian carried, 
maintains, processes, receives, or stores a 
digital asset of the user or provides goods 
or services to the user. 

The contractual structure 
by which you have your 
emails (e.g., you have an 
email “Account” with 
the entity, such as 
Google, providing email 
services to you). 

RUFADAA Term RUFADAA Definition Author’s Illustration 

Terms of Service 
Agreement99 

An agreement that controls the 
relationship between a user and a 
custodian. 

The written form that 
pops up when you create 
an account, inviting you 
to scroll to the bottom 
and click on the button 
that says “I accept.” 

Custodian100 A person or entity that carries, maintains, 
processes, receives, or stores a digital 
asset of a user. 

Any email provider, such 
as Google, Yahoo!, 
AOL, etc., as well as 
social media providers 
such as Facebook and 
Twitter. 

User101 A person or entity that has an account 
with a custodian. 

Anyone who has his or 
her own email address 
(e.g., you). 

Online Tool102 An electronic service provided by a 
custodian that allows the user, in an 
agreement distinct from the terms of 
service agreement between the custodian 
and user, to provide directions for 
disclosure or nondisclosure of digital 
assets to a third person. 

Analogous to a power of 
attorney but applicable 
during life or after death 
that puts someone in 
charge if you, the User, 
are unable to be in 
charge.  

Designated 
Recipient103 

A person chosen by a user using an online 
tool to administer digital assets of the 
user. 

By analogy, your agent 
who can act on your 
behalf as permitted by 
the Custodian. 

                                                 
98 Id. § 2(1). 
99 Id. § 2(24). 
100 Id. § 2(8). 
101 Id. § 2(26). 
102 Id. § 2(16). 
103 Id. § 2(9). 
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RUFADAA Term RUFADAA Definition Author’s Illustration 

Catalogue of 
electronic 
communications104 

Information that identifies each person 
with which a user has had an electronic 
communication, the time and date of the 
communications, and the electronic 
address of the person 

By analogy: the envelope 
of U.S. mail – it’s the 
email you send or 
receive but limited to the 
“to and from” and “date” 
lines (e.g., not the 
reference line or the 
body of the email). 

Content of an 
electronic 
communications105 

Information concerning the substance or 
meaning of the communication which (a) 
has been sent or received by a user; b) is 
in electronic storage by a custodian 
providing an electronic-communication 
service to the public or is carried or 
maintained by a custodian providing a 
remote-computing service to the public; 
and (C) is not readily accessible to the 
public. 

By analogy: the envelope 
of U.S. mail and the 
contents of the envelope 
(e.g., your entire email). 

 
C. Governing Document  

As RUFADAA applies to either an executor, agent, trustee, or guardian, 
depending on the circumstances, it would seem reasonable to conclude initially 
that the governing document or law by which such fiduciary is authorized to act 
would determine the scope of the fiduciary’s authority.  For example, an 
executor’s authority to administer the estate is derived from the will, and is 
supplemented by the law of the jurisdiction in which the testator died.  However, 
whether an executor is authorized to administer digital assets under RUFADAA 
depends on the direction given by the testator, whether within or without the Will.  
In addition, it is possible for a testator to provide for multiple and potentially 
contradicting directions regarding the administration of his or her digital assets.   
 

                                                 
104 Id. § 2(4). 
105 Id. § 2(6). 
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Section 4 of RUFADAA sets forth an ordering system, providing for the priority 
by which the user’s directions will be followed.  More specifically, under Section 
4, through an online tool, a user may direct the custodian to disclose (or not to 
disclose) the user’s digital assets to a designated recipient, including the content 
of electronic communications.  If the online tool allows the user to modify or 
delete any such direction, the most recent direction overrides anything said to the 
contrary in a will, trust, power of attorney or other record.  
 
If a user has not used an online tool to give a direction regarding his digital assets, 
or if no online tool is provided by the custodian, the user may, in her will, trust, 
power of attorney, or other record, allow or prohibit disclosure to a fiduciary of 
some or all of the user’s digital assets.  Digital assets may include the content of 
electronic communications sent or received by the user or simply a catalogue of 
such communications. 
 
A user’s direction in an online tool or estate planning document overrides a 
contrary provision in the terms of service agreement when such agreement does 
not require the user to act affirmatively and distinctly from the user’s agreeing to 
the terms of service. 

 
Accordingly, for a fiduciary administering the digital assets of a user, such 
fiduciary should first look to see if there is an online tool for each digital asset, 
and determine whether the user provided any directions through such online tool.  
Then, if none, the fiduciary would look to the governing document which 
appointed him in his position, to assess whether he has the authority to access the 
contents of the user’s digital assets, a mere catalogue of the assets, or is prohibited 
from any access.  If the document is silent, or if there is no record (such as in the 
case of an administrator for an intestate estate), the terms of service agreement for 
each digital asset governs.   
 
The appropriate language to include in a client’s governing document will depend 
on the circumstances, as it is not necessarily a “one size fits all” solution.  
Language to consider in a will, for example, may include giving the executor the 
authority to (i) take physical possession and control over electronic devices (such 
as laptops or cell phones) and (ii) access and examine the contents before 
distribution to the beneficiary of the specifically bequeathed tangible personal 
property.  Consideration should be given to providing instructions in the will for 
the delivery of devices (e.g., “as is” or “wiped clean”).  In this regard, it may be 
appropriate to clarify, if applicable, that the content of the device is to be 
distributed to the intended beneficiary along with the device itself. 
 
As indicated in RUFADAA, it may be desirable to state in the governing 
instrument the nature of the authority given to the fiduciary regarding electronic 
communications.  For example, in the case of a will, the language should 
expressly give the custodian (i.e., of the decedent’s emails, such as Google) the 
authority to disclose to the executor either the catalogue of electronic 
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communications or the entire content of electronic communications.  The scope of 
this authority to be granted depends on the client’s preference.  Some clients do 
not care. Other clients affirmatively do not want to allow their executor to access 
content. 
 
General language may also be added to the governing instrument to authorize the 
fiduciary to hire experts or consultants as an expense of the fiduciary estate, 
particularly regarding decrypting stored information and accessing computing 
devices and other electronic information that is not regarded as content of 
electronic communications.   
 
In the case of a will, consideration should also be given to naming a specific 
beneficiary of the digital assets.  This is important not just for digital assets of 
monetary value, but may also be helpful in dealing with non-monetized digital 
assets such as photographs and the like.  Some practitioners include a definition of 
a digital asset based on the definition in RUFADAA but also add illustrations.  
Finally, for some clients creating continuing trusts, it may be important to clarify 
the authority of the fiduciary to invest in digital assets, such as cryptocurrency. 

 
D. Obtaining Information  

It is crucial to note that service providers retain the discretion under RUFADAA 
to grant a fiduciary full access to the user’s account; partial access to the user’s 
account; or a copy in a record of any digital asset.106  Further, if the service 
provider believes that the instruction to disclose some or all of a user’s digital 
assets would impose an “undue burden,” upon the custodian, it may seek a court 
order which clarifies what it must disclose.107  An example provided under the 
Comment to Section 6 of RUFADAA is where a fiduciary requests “any emails 
pertaining to financial matters,” which would require the custodian to sort through 
the user’s emails, which may be numerous, and which request the provider has the 
right to decline.108 

 
1. Disclosure of the Contents of Digital Assets 

a. Under a Will  

With that framework in mind, the fiduciary seeking disclosure 
must first determine whether she needs the contents of the digital 
communications of the user, or if a mere catalogue will suffice.  
The contents of communications may be split into two types: those 
received by the user and those sent.109  Under the ECPA, a 
custodian may only disclose the contents of a communication to 
the “intended recipient” of the communication, or his agent, or else 

                                                 
106 RUFADAA § 6(a).   
107 Id. § 6(d). 
108 Id. § 6 cmt. 
109 RUFADAA § 7 cmt. 
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with the “lawful consent” of the sender.110  Thus, any emails 
received by a user may be accessed either by his agent111 without 
lawful consent, or by another party with lawful consent; whereas 
“non-content” materials, such as a catalogue of those emails, can 
be disclosed only by the decedent’s lawful consent.112 
 
RUFADAA Section 7 pertains to the disclosure of the contents of 
digital assets, and is specifically applicable to a deceased user’s 
personal representative.  If the personal representative has consent 
to access the contents of the user’s digital assets, the fiduciary must 
then provide certain documentation to the custodian to receive the 
documents; namely, a written request for disclosure; a certified 
copy of the death certificate; a document establishing the authority 
of the personal representative; a copy of the user’s will, trust, 
power of attorney, or other record evidencing the user’s consent to 
the disclosure; and additional information if requested by the 
service provider.113  Such additional information may include a 
court order finding that the disclosure of the contents is reasonably 
necessary for the administration of the estate.114 

 
b. Under a Power of Attorney 

To access the content of the principal’s digital assets, the agent 
must first hold a power of attorney which expressly grants the 
agent authority over the content of electronic communications sent 
or received by the principal.115  Then, the agent must submit to the 
service provider: a written request for disclosure; an original or 
copy of the power of attorney with the express power granted 
therein; a certification116 by the agent that the power of attorney is 
in effect; and additional information if requested by the 
custodian.117 
 

c. Under a Trust 

Trustees who are the “original users” of a digital asset held in the 
trust have full access to the assets, including the catalogue and 

                                                 
110 Id.; 18 U.S.C. 2702(b). 
111 Whether or not a personal representative may be considered an agent is not explicitly examined under Section 
2702(b) of the ECPA. 
112 Id. § 7 cmt. 
113 Id. § 7.  Such additional information may include a number, username, address, or other unique subscriber or 
account identifier assigned by the custodian to identify the user’s account; evidence that the account is attributable to 
the user; or a court order finding that the user indeed owned that specific account.  Id.   
114 Id. § 7 cmt. 
115 Id. § 9. 
116 Such certification is under penalty of perjury.  Id. § 9 
117 Id.   
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contents of such accounts.118  A trustee may be an original user if 
he, she, or it opens an account as trustee.119  This does not mean 
that trustees have blind access to all digital assets held by a trust, 
but rather they have full access to digital assets of which they are 
considered to be the original user thereof. 
 
A trustee is not the original user where a digital asset is transferred 
into the trust by the settlor, either by testamentary trust, a transfer 
via a pourover will or an inter vivos transfer.  Instead, in such 
scenarios, the trustee becomes a “successor user” when the settlor 
transfers the digital asset into the trust.120  The trustee may receive 
the contents of the electronic communications sent or received by 
an original or successor user stored by the service provider in the 
account of the trust if the trustee has the consent of the settlor and 
provides the custodian with: a written request for disclosure; a 
certified copy of the trust instrument that includes consent to the 
disclosure of the contents of electronic communications to the 
trustee; a certification under penalty of perjury that the trust exists 
and the trustee is a currently-acting fiduciary; and additional 
information upon request.121 

 
2. Disclosure of Other Digital Assets 

a. Under a Will (or Intestacy) 

A user must give his personal representative lawful consent to 
access the contents of the user’s digital assets, but the 
representative may access the catalogue of electronic 
communications “unless the user prohibited disclosure.”122  Thus, 
the personal representative is meant to have default access to the 
catalogue of the decedent’s digital assets even if the decedent died 
intestate.123  The representative must still provide proper 
documentation to the service provider, as in, a written request for 
disclosure, a certified copy of the death certificate, a document 
establishing the authority of the personal representative; and 
additional information if requested by the service provider.124 

 
b. Under a Power of Attorney 

                                                 
118RUFADAA § 11. 
119 Id. § 11 cmt. 
120 Id. § 12 cmt. 
121 Id. § 12. 
122 Id. § 8. 
123 Id. § 8 cmt. 
124 Id. § 8. 
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A principal’s agent has default authority over all of the principal’s 
digital assets, other than the content of his electronic 
communications, which requires express authority, as discussed 
above.125  An agent with express authority to access the principal’s 
digital assets has the power to receive a catalogue of electronic 
communications, as does an agent with general authority to act on 
behalf of a principal.126  The agent must submit a written request 
for disclosure; an original or copy of the power of attorney; a 
certification127 by the agent that the power of attorney is in effect; 
and additional information if requested by the service provider.128 

 
c. Under a Trust 

The trustee does not need the settlor’s authority to access the non-
content digital assets held by the trust.  Thus, a custodian can 
disclose a catalogue of electronic communications sent or received 
by an original or successor user, other than the contents of the 
communications, in which the trust has a right or interest, so long 
as the trustee provides: a written request for disclosure; a certified 
copy of the trust; a certification by the trustee under penalty of 
perjury, that the trust exists and the trustee is a currently-acting 
trustee of the instrument; and additional information upon 
request.129 

 
d. Under a Conservatorship or Guardianship 

After a person has been adjudicated incapacitated and a guardian, 
conservator, or other fiduciary is appointed to act on her behalf, 
such fiduciary has default access to the catalogue of his ward’s 
electronic communications and any digital assets, other than the 
contents of electronic communications.130 
 
The fiduciary must provide the custodian with: a written request 
for disclosure; a certified copy of the court order granting the 
fiduciary authority over the digital assets of the ward; and 
additional information if requested by the custodian.131  A 
fiduciary who only possess the general authority to manage the 
assets of a protected person may also request that a service 
provider suspend or terminate an account of the ward for good 

                                                 
125 Id. §10 cmt. 
126 RUFADAA § 10. 
127 Such certification is under penalty of perjury.  Id. § 10. 
128 Id.   
129 Id. § 13. 
130 Id. §14(b).   
131 Id.  
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cause.132  Such a request must be accompanied by a certified copy 
of the court order granting the fiduciary his power over the 
protected person’s property.133 
 

 
E. Fiduciary Standard of Care    

A fiduciary charged with managing digital assets is bound by the same legal 
duties as a fiduciary administering tangible property, namely: the duty of care, the 
duty of loyalty, and the duty of confidentiality.134  Such fiduciary has the right to 
access any digital asset that the owner had a right or interest in and is considered 
an “authorized user” for the purposes of the CFAA and SCA.135 
 
For assets housed on the site of a service provider, the fiduciary is still subject to 
the service provider’s applicable terms of service and other applicable law, and 
may not impersonate the user when operating under the account.136  For digital 
assets not housed on the site of a service provider or not subject to a terms of 
service agreement, such as assets on computers, smartphones, tablets or online 
accounts which house documents that are communication-less (like photo-storing 
sites, online calendars and contacts) the fiduciary has unfettered access.137 
 
To terminate an account under the fiduciary’s administration, he must first be sure 
that such termination would not be in violation of any of his fiduciary duties.  
Then, the fiduciary may request such termination from the service provider in 
writing, accompanied by either: (i) the death certificate of the user, if deceased; or 
(ii) a certified copy of the letter of appointment; (iii) court order; (iv) power of 
attorney; or (v) trust which granted the fiduciary the authority over the account.138  
Some service providers may request additional information from the fiduciary, 
such as information used to verify the user’s account, evidence linking the 
account to the user, or even a court order that the specific account at issue indeed 
belonged to the decedent.139 
 

F. Custodian Limitation on Liability 

In general, service providers are not willing to blindly comply with a fiduciary’s 
request to disclose the contents or catalogue of a digital asset.  So long as a 
custodian acts in accordance with the procedures of RUFADAA and in good 
faith, it is protected from liability for such disclosure.   
 

                                                 
132 Id. § 14(c). 
133 Id.   
134 RUFADAA § 15(a). 
135 Id. § 15(c)-(d). 
136 Id.§ 15(b). 
137 Id.§ 15(c); cmt.   
138 Id. § 15(g). 
139 Id.   
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Accordingly, upon receipt of a request from a fiduciary, a service provider has a 
few options.  It may notify the user that a request for disclosure or termination of 
her account was made; it may deny a request from a fiduciary if the provider is 
aware of any lawful access by the user after the request; or, it may refuse to grant 
the fiduciary’s request until a court order is issued which identifies the owner of 
the account and affirms the fiduciary’s authority over the account.140 
 
If a service provider denies a fiduciary’s request to disclose digital assets or 
terminate an account, the fiduciary may apply to the court for an order directing 
the provider to comply.141  The court order granted must contain a finding that 
compliance with the court order is not in violation of the SCA.142  Non-
compliance with such an order by a custodian could result in liability for 
contempt, for which there is no immunity.143   
 
Indirect liability on the part of the service provider could arise from granting a 
request for disclosure or termination of a user’s account.  As stated in the 
comment to Section 16 of RUFADAA, “Access to a digital asset might invade the 
privacy or harm the reputation of the decedent, protected person, principal, or 
settlor[;] it might harm the family or business of the decedent . . . [;] and it might 
harm other persons.”144  Therefore, under RUFADAA, a custodian is immune 
from liability if any of the foregoing occur, so long as the provider acted in good 
faith to comply with RUFADAA.145  Among other things, compliance with a 
court order can establish good faith by the custodian in the event of a dispute.146  
Without a court order, good faith can be established by the service provider’s 
compliance with other requirements of RUFADAA. 
 

G. RUFADAA Cases – a sampling 

1. Matter of Estate of Swezey, No 2017-2976/A, 2019 NYLJ LEXIS 135 
(N.Y. Sur. Ct. 2017). 

Where a decedent failed to use an online tool or give directions under his will for 
the disclosure of his iTunes and iCloud accounts held by Apple, Apple was 
required to disclose the photos stored in a decedent’s Apple account as they were 
not electronic communications that required consent for disclosure, but did not 
have to disclose the decedent’s electronic communications. 

2. Matter of Serrano, 54 N.Y.S.3d 564, (N.Y. Sur. Ct. 2017). 

                                                 
140 Id. § 16(c)-(e). 
141RUFADAA§ 16(a). 
142 Id. §16(b). 
143 Id. §16 cmt. 
144 Id. 
145 Id. 
146 Id. 



34 
 

Upon the death of a Google user, the user’s personal representative requested 
access to the user’s account in order to inform the user’s friends and family of his 
passing and wrap up any unfinished business.  Google was required to disclose 
the decedent’s contacts and calendar information as they were not considered 
protected “communications” under the SCA and the New York version of 
RUFADAA.  The personal representative’s request for the disclosure of the 
contents of the decedent’s emails was denied, though, unless the personal 
representative could prove that the disclosure of such information was reasonably 
necessary for the administration of the estate.  

3. Matter of Coleman, 96 N.Y.S.3d 515 (N.Y. Sur. Ct. 2019) 

In Coleman, the court required Apple to disclose to the decedent’s personal 
representatives all of the decedent’s “non-content digital assets,” (as in, the 
catalogue of digital assets) but it denied the personal representatives’ request for 
disclosure of the content of the digital assets.  The surrogate’s court issued an 
order finding that “no lawful consent is required for disclosure of the non-digital 
assets associated with the [decedent’s] email under the [SCA] or the [NY 
RUFADAA].” 

The decedent died intestate.  At the time of his death, he accessed his college 
email address through his iPhone.  The decedent’s administrators did not have the 
passcode to the phone, so they requested that Apple provide them with 
information to access the phone’s data.  Apple refused to provide information 
about the phone or the decedent’s iCloud account without a court order requiring 
it to do so. 

The administrators filed an action in the surrogate’s court seeking a court order 
granting them access to “all of [the decedent’s] digital assets associated with his 
iPhone to: (1) determine whether [he] had any medical issues that his two younger 
siblings may also have; (2) determine whether any legal action on behalf of [his] 
estate may be appropriate; (3) identify and collect [his] digital and non-digital 
assets; and (4) marshal any of [his] digital assets as part of the estate 
administration.” 

The decedent did not use any online tools dictating his preferences for the 
disclosure of his digital assets, nor did he have a will or other document that 
controlled the assets’ disclosure.  Therefore, New York’s RUFADAA provisions 
controlled. 147 

                                                 
147 Specifically, N.Y. Est. Powers & Trusts Art. 13-A-3.1 governs disclosure of the content of a deceased user’s 
electronic communications and N.Y. Est. Powers & Trusts Art. 13-A-3.2 governs the disclosure of what is referred 
to as “non-content digital assets,” which includes a catalogue of electronic communications and any digital assets 
which are not specifically considered communications.  Whereas the user must specifically consent to the disclosure 
of the contents of her digital communications for the custodian to release them to the executor, so long as she has 
not prohibited the disclosure of her “non-content” assets, the custodian must disclose the catalogue of electronic 
communications to the user’s personal representative.   
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Because the personal representatives did not have the iPhone’s password, they 
could only access the phone’s data if they accessed the decedent’s iCloud 
account, assuming the decedent had recently backed up his data to iCloud.  Once 
in the iCloud account, the personal representatives would be able to access 
“incoming and outgoing communications such as time, date, sender email 
addresses, recipient email addresses, email content, photo stream, iCloud photo 
library, contacts, calendars, bookmarks, Safari browsing history, iOS Device 
Backups, . . . device settings, app data, iMessage, SMS, and MMS messages, and 
voicemail.” 

Considering all of the data the personal representatives would gain access to, and 
“balancing [the decedent’s] interests in his not having consented to the disclosure 
of the content of any of these digital assets,” the court determined that the 
personal representatives had failed to demonstrate the necessity of accessing the 
content of the digital assets for the administration of the decedent’s estate. 

The court permitted the personal representatives to receive only the non-content 
digital assets, such as calendar entries, contact information, and a catalogue of the 
decedent’s electronic communications. 

The court left open the possibility of the personal representatives gaining access 
to the content of the digital assets at a later date if “once the non-content 
information is disclosed . . . the [personal representatives] can demonstrate the 
need for the content-based digital assets.” 

V. Types of Digital Assets – a sampling 

A. Emails  

Emails have largely replaced physical mail in today’s world.  As letters are 
physically carried by third parties (the U.S. Postal Service, Federal Express, or 
others), emails, too, must pass through third-party servers before the sender’s 
message can reach the intended recipient.  These third parties are the custodians 
and service providers whose terms of service agreements govern users’ emails in 
the absence of an online tool or instruction in a will, trust, power of attorney or 
other document.  As mentioned throughout this Outline, the contents of the 
messages of emails themselves are separate from the catalogue of a user’s emails, 
which catalogue only consists of superficial information, such as the recipient and 
sender of an email and the date.  
 
Emails are proving to be important resources for fiduciaries who need to discover 
an individual’s financial information.  They may provide clues about accounts 
with banks, brokerage companies, or other institutions.  On the other hand, they 
may be of purely sentimental value to the surviving family members.  There are a 
few cases that have arisen both under RUFADAA and under the SCA in the 
context of emails: 
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Ajemian,148 discussed above, involves the disclosure of a decedent’s emails to his 
personal representatives after his death.  The court ultimately determined that the 
Stored Communications Act allowed the decedent’s personal representatives to 
lawfully consent to the disclosure of his emails and permitted—but did not 
require—the service provider (Yahoo) to disclose them.   
 
In Matter of Serrano,149 also discussed above, the contents of a user’s email 
account were not disclosed to his personal representative after his death because, 
while the SCA and New York’s RUFADAA required the disclosure of the 
catalogue of the decedent’s emails, it merely allowed the disclosure of the 
contents of such documents, without mandating that Google reveal them.150   
 

B. Virtual Currency 

Among the many types of digital assets, the one most commonly identified as a 
digital asset is virtual currency.  The term “virtual currency” is sometimes used 
interchangeably with “cryptocurrency” but this is not entirely accurate since 
cryptocurrency is a type of virtual currency.  For example, another type of virtual 
currency would be a “digital dollar” which is currently under study by various US 
agencies following President Biden’s Executive Order of March 9, 2022.151   
 
There are many types of cryptocurrencies.  As of February 3, 2022, there are 
10,397 recognized cryptocurrencies, although the top 20 of them represent 90% of 
the total market.152  Remarkably, just three years ago, the number of 
cryptocurrencies worldwide was 2,817.153  One example of a cryptocurrency is 
ETH found on the internet platform Ethereum,154 which is a platform based on 
blockchain technology (described below) and used for a variety of purposes, 
including nonfungible tokens (described below), smart contracts and other 
applications.155  
 
Popularly known among the cryptocurrencies is Bitcoin, believed to have been 
created by Satoshi Nakamoto (thought to be either one person or a group of 
persons).156  In general terms, Bitcoin is a decentralized peer-to-peer internet 
exchange where one can send money to another without going through a bank.157  

                                                 
148 84 N.E. 3d 766, (Mass. 2017), cert. den. Oath Holdings, Inc. v. Ajemian, 138 S. Ct. 1327 (2018). 
149 54 N.Y.S.3d 564, (N.Y. Sur. Ct. 2017). 
150 See also, PPG, 273 F. Supp. 3d 558 (W.D. Pa. 2017) (same result, based on SCA alone). 
151 FACT SHEET: President Biden to Sign Executive Order on Ensuring Responsible Development of Digital 
Assets | The White House. 
152  https://www.statista.com/statistics/863917/member-crypto-coins-tokens/.  
153 Id. 
154 Home | ethereum.org. 
155 Ethereum Definition (investopedia.com). 
156 https://money.usnews.com/investing/articles/the-history-of-bitcoin. 
157 Id. 

https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/09/fact-sheet-president-biden-to-sign-executive-order-on-ensuring-responsible-innovation-in-digital-assets/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/09/fact-sheet-president-biden-to-sign-executive-order-on-ensuring-responsible-innovation-in-digital-assets/
https://www.statista.com/statistics/863917/member-crypto-coins-tokens/
https://ethereum.org/en/
https://www.investopedia.com/terms/e/ethereum.asp
https://money.usnews.com/investing/articles/the-history-of-bitcoin
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One can acquire bitcoin158 by buying on an exchange, receiving them as payment 
for goods or services or as a gift, or virtually “mining” them.159  Mining is mostly 
done now by specialized companies or groups of people.160 In general terms, 
mining is a computational process (through use of sophisticated hardware and 
software verifying the legitimacy of Bitcoin transactions) that introduces new 
bitcoins to the miner as a type of reward.161  The means of sending and receiving 
units of bitcoin is through a digital wallet which is accessed by the owner via the 
owner’s personal identifier (known a private key, similar to a password); it is 
through this access that the owner may engage in transactions via blockchain.162    
 
Starting in 2009, the use of Bitcoin was grounded in an internet system called 
“blockchain” that serves as a public ledger whose integrity and chronological 
order is enforced and protected with cryptography.163 There are many types of 
wallets and means of storage.  Some owners prefer using paper or hardware (such 
as a USB device) to store the private key, which means it is stored “off line” 
while others store the key on an internet facing device or app or use other 
software, which means it is stored “online”.164 It should be obvious to all users by 
now that internet storage should be managed with care as it is vulnerable to 
hacking and theft.   
 
It is astonishing to note the advances in the use of cryptocurrency.  It is now 
accepted for goods and services by companies such as Home Depot, Starbucks, 
Whole Foods, and as seen in the news, Tesla.165  In addition, as of March 2022, a 
number of states have introduced or passed legislation regarding the acceptance of 
cryptocurrency for payment of such things as state taxes, licenses, and dues,166 
including Arizona, California, Colorado, Ohio, and Wyoming.167 
 
For individuals reluctant to step into the cryptocurrency world on an individual 
basis, investment opportunities may become available through exchange traded 

                                                 
158 One uses a capital “B” for Bitcoin when referring to the concept or technology, while using a small “b” for 
bitcoin refers to the unit of currency (e.g., 4 bitcoins). https://bitcoin.stackexchange.com/questions/462/what-is-the-
difference-between-bitcoin-bitcoin-and-bitcoin.  
159 What is mining? | Coinbase. 
160 Id. 
161 Id.  For another helpful description of mining, see https://www.investopedia.com/tech/how-does-bitcoin-mining-
work/. It is beyond the scope of this outline to provide details regarding mining.  It is said that the maximum bitcoin 
is 21 million, and the final mining of bitcoin would be theoretically in 2140. What is mining? | Coinbase. See also, 
Nearly 90% of all Bitcoin has already been mined — here's how its limited supply has driven up its value | Business 
Insider India 
162 https://www.investopedia.com/terms/b/bitcoin-wallet.asp.  
163https://blockgeeks.com/guides/what-is-blockchain-technology/.   
164 https://money.com/best-crypto-wallets and Cryptocurrency Wallets: Hard Vs. Soft - AWD. 
165 9 Major Companies Who Accept Bitcoin [Spend Crypto 2022] (buybitcoinworldwide.com). 
166 https://www.npr.org/2022/03/10/1084166077/with-federal-rules-unclear-some-states-carve-their-own-path-on-
cryptocurrencies.  
167 Id. See also https://abcnews.go.com/ABCNews/colorado-state-accept-cryptocurrency-payment-
taxes/story?id=83066842.  

https://bitcoin.stackexchange.com/questions/462/what-is-the-difference-between-bitcoin-bitcoin-and-bitcoin
https://bitcoin.stackexchange.com/questions/462/what-is-the-difference-between-bitcoin-bitcoin-and-bitcoin
https://www.coinbase.com/learn/crypto-basics/what-is-mining
https://www.investopedia.com/tech/how-does-bitcoin-mining-work/
https://www.investopedia.com/tech/how-does-bitcoin-mining-work/
https://www.coinbase.com/learn/crypto-basics/what-is-mining
https://www.businessinsider.in/investment/news/bitcoin-limited-supply-has-driven-up-its-value-nearly-90-percent-has-be/articleshow/85349471.cms#:%7E:text=Why%20is%20Bitcoin%20supply%20limited,is%20created%20every%20ten%20minutes.
https://www.businessinsider.in/investment/news/bitcoin-limited-supply-has-driven-up-its-value-nearly-90-percent-has-be/articleshow/85349471.cms#:%7E:text=Why%20is%20Bitcoin%20supply%20limited,is%20created%20every%20ten%20minutes.
https://www.investopedia.com/terms/b/bitcoin-wallet.asp
https://blockgeeks.com/guides/what-is-blockchain-technology/
https://money.com/best-crypto-wallets
https://www.awd.com.au/it-solutions/hardware/cryptocurrency-wallets-hard-vs-soft/
https://www.buybitcoinworldwide.com/who-accepts-bitcoin/
https://www.npr.org/2022/03/10/1084166077/with-federal-rules-unclear-some-states-carve-their-own-path-on-cryptocurrencies
https://www.npr.org/2022/03/10/1084166077/with-federal-rules-unclear-some-states-carve-their-own-path-on-cryptocurrencies
https://abcnews.go.com/ABCNews/colorado-state-accept-cryptocurrency-payment-taxes/story?id=83066842
https://abcnews.go.com/ABCNews/colorado-state-accept-cryptocurrency-payment-taxes/story?id=83066842
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funds (known as ETFs) and other mutual funds.168 However, multiple issues 
abound in this arena, as concerns about fraud and lack of transparency require 
protections for the investor.  The Security Exchange Commission is increasing its 
cryptocurrency-related initiatives, including issuing statements about risk to 
investors, increasing its enforcement actions, and seeing comments on custody 
arrangements by broker-dealers.169  Of course, the prudence of investing in 
cryptocurrency by a fiduciary should be considered under state law, especially in 
the absence of specific authority in the governing instrument.170  
 
The internet is awash with articles and explanations regarding cryptocurrencies.171 
For those unfamiliar with cryptocurrency and how it operates, the court’s 
description, in William Zietzke v. U.S. (discussed under VI below regarding Taxes  
and Digital Assets) may be helpful in understanding the use of Bitcoin: 

 
Bitcoin [footnote omitted] is a decentralized 
cryptocurrency that uses a distributed ledger 
system, or “blockchain,” to ensure the crypto-
currency’s security and integrity. To use a 
blockchain system, a user first creates a wallet, 
which contains information used to move units of a 
cryptocurrency on a blockchain. When the user 
downloads or purchases a wallet, software in the 
wallet generates a private key (a large integer 
number). That private key is then used to 
mathematically generate a public key (also a large 
integer number), which is used to create an address 
(a mix of numbers and symbols). This address 
functions as the name suggests: it is the destination 
for a cryptocurrency payment. 

  
When two people agree for one person to send 
cryptocurrency to the other, the two reveal their 
public addresses to one another. Because the 
transferor’s address is associated with their public 
and private keys, the transferee can confirm the 
transferor’s ownership of the transferred 
cryptocurrency by verifying that the transferor’s 
private key, public key, and address correspond. 
And once the cryptocurrency is transferred, the 

                                                 
168 8 Best Cryptocurrency ETFs to Buy | Cryptocurrency | US News. See also Investing in Cryptocurrency Mutual 
Funds | The Motley Fool. 
169 The SEC’s Regulatory Role in the Digital Asset Markets - Center for American Progress. See also SEC 
Cryptocurrency Enforcement Activity in the New Administration’s First Year (natlawreview.com). 
170The rise of the crypto-asset: practical advice for trustees (wealthadviser.co).  
171 For example, https://www.pwc.com/gx/en/about/new-ventures/crypto-center.html and 
https://www.wallstreetmojo.com/bitcoin-vs-cryptocurrency/.  

https://money.usnews.com/investing/cryptocurrency/slideshows/best-cryptocurrency-etfs-to-buy
https://www.fool.com/investing/stock-market/market-sectors/financials/cryptocurrency-stocks/cryptocurrency-mutual-fund/
https://www.fool.com/investing/stock-market/market-sectors/financials/cryptocurrency-stocks/cryptocurrency-mutual-fund/
https://www.americanprogress.org/article/secs-regulatory-role-digital-asset-markets/
https://www.natlawreview.com/article/sec-cryptocurrency-enforcement-activity-new-administration-s-first-year
https://www.natlawreview.com/article/sec-cryptocurrency-enforcement-activity-new-administration-s-first-year
https://www.wealthadviser.co/2021/06/28/302550/rise-crypto-asset-practical-advice-trustees
https://www.pwc.com/gx/en/about/new-ventures/crypto-center.html
https://www.wallstreetmojo.com/bitcoin-vs-cryptocurrency/
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transferee can spend or withdraw the 
cryptocurrency with their own private key, which 
will now be associated with that cryptocurrency. 
  
Although cryptocurrency transactions can occur 
directly between individuals, those transactions are 
often handled through digital currency exchanges. 
Digital currency exchanges are businesses that hold 
large amounts of traditional and cryptocurrency, 
allowing them to facilitate third-party transactions 
of traditional currency for cryptocurrency. To help 
facilitate such transactions, these businesses also 
provide hosted wallet services.172 
 

C. Other Types of Digital Assets - a sampling  

1. NonFungible Tokens 

Nonfungible tokens (known as “NFTs”) have become the latest darling of 
the digital world.  To break it down, the term “fungible” means an item 
that may be replaced by another of equal value.173 For example, one US 
dollar bill is the same as another US one dollar bill.  If an item is 
nonfungible, it is unique.  If you have an item that is “one of a kind”, it is 
nonfungible.174 The term “token” is basically a type of crypto-asset or 
universe of cryptocurrency other than Bitcoin and Ethereum.175  In short, 
an NFT is a unique digital asset. 

Anyone can create an NFT, which may be made available either uniquely 
or in limited number, and may have terms and conditions associated with 
it.176  Lately, we have seen a number of surprises regarding NFTs sold for 
extraordinary value (typically for cryptocurrency).  In 2021, Jack Dorsey, 
CEO of Twitter and Square, sold his first tweet “just setting up my twttr” 
(posted by him in 2006) as an NFT for $2.9 million on the Valuables 
platform, run by Cent which is a social media network grounded in 
blockchain technology.177  Also in 2021, Elon Musk released a techno 
song with lyrics as an NFT, which garnered bids of up to $1.1 million until 
he decided to withdraw it from sale.178 In 2021, Christies auctioned a NFT 

                                                 
172 Zietzke, 426 F.Supp.3d at 761-62. 
173 https://www.merriam-webster.com/dictionary/fungible.  
174 https://www.theverge.com/22310188/nft-explainer-what-is-blockchain-crypto-art-faq.  
175 https://ethereum.org/en/nft/.  See also https://www.coinbase.com/learn/crypto-basics/what-is-a-
token?utm_source=google_search_nb&utm_medium=cpc&utm_campaign=9943088770&utm_content=127915792
732&utm_term=&utm_creative=580583551396&utm_device=c&utm_placement=&utm_network=g&utm_location
=9007275&gclid=EAIaIQobChMIkLCbtcvw9gIVEKCzCh1MogphEAMYASAAEgLC6fD_BwE.   
176 What Is An NFT? – Forbes Advisor. 
177 Jack Dorsey sells his first tweet ever as an NFT for over $2.9 million (cnbc.com).  He subsequently announced 
that the NFT proceeds of sale would be converted to bitcoin and donated to charity for people living in poverty. Id. 
178 Elon Musk offered to sell his tweet as an NFT (cnbc.com). 

https://www.merriam-webster.com/dictionary/fungible
https://www.theverge.com/22310188/nft-explainer-what-is-blockchain-crypto-art-faq
https://ethereum.org/en/nft/
https://www.coinbase.com/learn/crypto-basics/what-is-a-token?utm_source=google_search_nb&utm_medium=cpc&utm_campaign=9943088770&utm_content=127915792732&utm_term=&utm_creative=580583551396&utm_device=c&utm_placement=&utm_network=g&utm_location=9007275&gclid=EAIaIQobChMIkLCbtcvw9gIVEKCzCh1MogphEAMYASAAEgLC6fD_BwE
https://www.coinbase.com/learn/crypto-basics/what-is-a-token?utm_source=google_search_nb&utm_medium=cpc&utm_campaign=9943088770&utm_content=127915792732&utm_term=&utm_creative=580583551396&utm_device=c&utm_placement=&utm_network=g&utm_location=9007275&gclid=EAIaIQobChMIkLCbtcvw9gIVEKCzCh1MogphEAMYASAAEgLC6fD_BwE
https://www.coinbase.com/learn/crypto-basics/what-is-a-token?utm_source=google_search_nb&utm_medium=cpc&utm_campaign=9943088770&utm_content=127915792732&utm_term=&utm_creative=580583551396&utm_device=c&utm_placement=&utm_network=g&utm_location=9007275&gclid=EAIaIQobChMIkLCbtcvw9gIVEKCzCh1MogphEAMYASAAEgLC6fD_BwE
https://www.coinbase.com/learn/crypto-basics/what-is-a-token?utm_source=google_search_nb&utm_medium=cpc&utm_campaign=9943088770&utm_content=127915792732&utm_term=&utm_creative=580583551396&utm_device=c&utm_placement=&utm_network=g&utm_location=9007275&gclid=EAIaIQobChMIkLCbtcvw9gIVEKCzCh1MogphEAMYASAAEgLC6fD_BwE
https://www.forbes.com/advisor/investing/nft-non-fungible-token/
https://www.cnbc.com/2021/03/22/jack-dorsey-sells-his-first-tweet-ever-as-an-nft-for-over-2point9-million.html
https://www.cnbc.com/2021/03/16/elon-musk-is-offering-to-sell-his-tweet-as-an-nft.html
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of Beeple’s collage, a purely digital work of art called “Everydays: The 
First 5000 Days” for $69 million.179   

The use of NFTs in other areas is in progress.  Sports moments can be 
digitized and offered as an NFT for willing fans. Research by Deloitte 
indicates that sales of sports-related NFTs will generate more than $2 
billion in transactions in 2022.180 

It is apparent that NFTs are gaining popular attention.  Whether NFTs will 
become a prominent fact of estate planning life in the future it is not 
entirely clear.  Some may question whether NFTs represent a fanciful 
short-term gimmick, while others may believe NFTs are the beginning of a 
serious long-term trend in investments for savvy opportunists. 

2. Domain Names 

Domain names are the address of a computer, organization, or other entity 
on a network, such as the internet.181  They are usually in three levels, in 
the format of “server.organization.type.”182  The “top-level” domain has 
usually denoted the type of organization, such as “com” for commercial 
sites, “gov” for governmental sites, or “edu” for educational sites.183  The 
second level includes the name of the organization with its type 
(briannica.com for the Encyclopedia Britannic, for example).184  The third 
level identifies the specific host server, such as “www” for the World 
Wide Web host server.185  Domain names can be traced to an IP address, 
which is essentially a specific webpage.  For some individuals, domain 
names can be a lucrative business opportunity.   
 
There are entire guides online for how to create a stream of revenue based 
entirely on owning and selling domain names.186  The trend has become so 
popular that “domain portfolios,” have become increasingly common, 
whereby owners trademark unclaimed domain names, and keep them in a 
portfolio until a new company or individual comes along, ready to pay a 
hefty price for the already-claimed site.  These portfolios may serve to be 
a highly-valued asset that many personal representatives will not know 
how to administer after the owner’s death. 
 

                                                 
179 Beeple sold an NFT for $69 million - The Verge. See also Beeple: A Visionary Digital Artist at the Forefront of 
NFTs | Christie's (christies.com). 
180 https://www.sportspromedia.com/opinions/the-football-company-nfts-sports-ante-kristo-revenue/.  
181 Domain Name, ENCYCLOPEDIA BRITANNICA (last visited Aug. 20, 2020), 
https://www.britannica.com/technology/domain-name.  
182 Id.   
183 Id. 
184 Id. 
185 Id. 
186 See, e.g., Justin Kuepper, How to Make Money With Domain Names, INVESTOPEDIA (June 25, 2019), 
https://www.investopedia.com/financial-edge/0412/how-to-make-money-with-domain-names.aspx.  

https://www.theverge.com/2021/3/11/22325054/beeple-christies-nft-sale-cost-everydays-69-million
https://www.christies.com/features/Monumental-collage-by-Beeple-is-first-purely-digital-artwork-NFT-to-come-to-auction-11510-7.aspx
https://www.christies.com/features/Monumental-collage-by-Beeple-is-first-purely-digital-artwork-NFT-to-come-to-auction-11510-7.aspx
https://www.sportspromedia.com/opinions/the-football-company-nfts-sports-ante-kristo-revenue/
https://www.britannica.com/technology/domain-name
https://www.investopedia.com/financial-edge/0412/how-to-make-money-with-domain-names.aspx
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Gifting domain names in a will or trust can be difficult to accomplish from 
a technical standpoint, and it may be advisable to consult with an 
intellectual property attorney. 

  



42 
 

3. Photos 

Photos have some of the most sentimental value out of all of the assets a 
decedent leaves behind.  Some photos may be stored on devices directly, 
such as on the memory of a computer.  Photos stored in this manner are 
automatically accessible to the personal representative, because they are 
not stored with a service provider. Photos stored with a custodian may still 
be accessible, in that they are not electronic communications, and 
therefore do not require express consent to disclose them.  It is the best 
practice to advise clients to store photographs that they would like to pass 
on to their loved ones, in the event of their death or incapacity, on a flash 
drive or other physical device that can be easily identified by their 
fiduciaries. 
 

VI. Taxes and Digital Assets 

A. In General 

It is not surprising to realize that owning and dealing with digital assets has 
potential tax consequences depending on the transaction as well as the value and 
character of the asset.  While the valuation of digital assets having apparent 
monetary value is beyond the scope of this article, identifying the proper way to 
approach valuation can be vexing even though the methodologies may be similar 
to those used in valuing other types of assets.187  In addition, determining the 
character of the asset may be complicated in some circumstances by non-tax cases 
attempting to describe certain digital assets, like bitcoin, as in State v. Espinoza, 
264 So. 3d 1055, 2019 (Fla. 3d DCA 2019), where the court concluded that a 
bitcoin user was engaged in money laundering and engaged in the business of a 
money transmitter without a license because he provided a “payment instrument” 
[emphasis added].  As will be seen below, however, the Internal Revenue Service 
has concluded that certain digital assets should be regarded as property rather than 
money. 

 
B. Taxes and Virtual Currency 

Because the use of virtual currency is, while not commonplace, growing in 
popularity, questions arise regarding the treatment of this monetary monster in the 

                                                 
187 See “United States: Digital Assets – What Are They and Can They Be Reliably Valued?” by David Larsen, 
Managing Director, Alternative Asset Advisory, Duff & Phelps, November 14, 2019. 
https://www.duffandphelps.com/our-team/david-larsen.  See also “Digital Asset Valuation: Top 7 Metrics for 
Valuing Bitcoin, Altcoins, and Cryptocurrencies” by Alex Lielacher, Bitcoin Market Journal, November 2, 2019.  A 
corollary, of course, is identifying a qualified appraiser, which is also beyond the scope of this article. Even so, a 
search on the web may reveal a number of appraisers, including accounting firms providing such services.  Because 
digital assets represent a relatively new field, finding a qualified appraiser may be challenging.  See “IRS Update 
Reginites Concerns About Crypto Donation” by Allyson Versprille, January 10, 2020. 
https://news.bloombergtax.com/daily-tax-report/irs-update-reignites-concerns-about-crypto-donation-appraisals.  
For general information on valuation and qualified appraisers, see IRS Publication 561 “Determining the Value of 
Donated Property” revised February 2020. https://www.irs.gov/publications/p561#idm140591225701376.  

https://www.duffandphelps.com/our-team/david-larsen
https://news.bloombergtax.com/daily-tax-report/irs-update-reignites-concerns-about-crypto-donation-appraisals
https://www.irs.gov/publications/p561#idm140591225701376
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marketplace.  Despite risks related to scams and loss,188 some vendors are 
becoming more familiar with virtual currency and some consumers are 
increasingly willing to use it with greater confidence.189  Nonetheless, questions 
remain about its character.  Is it like cash?  Or is it like some other asset?  The 
Internal Revenue Service (“IRS”) has issued a series of announcements reflecting 
its views on the subject.   

1. IRS FAQs on Virtual Currency 

The IRS first issued FAQs on virtual currency transactions in 2014 in 
Notice 2014-21, 2014-16 I.R.B. 938 (“Notice 2014-21”). 190  Notice 2014-
21 stated the IRS’ intention to describe “how existing general tax 
principles apply to transactions using virtual currency.”191  In general, the 
IRS determined that, for tax purposes, virtual currency is not characterized 
as “currency” but is deemed to be “property.”192  It acknowledged the 
possibility that virtual currency could be held for investment or used to 
pay for goods or services.193  While virtual currency can sometimes 
operate as coin or paper money issued by a particular country, Notice 
2014-21 observed that it does not have legal tender status in any 
jurisdiction, and specifically defined virtual currency as: 

“… a digital representation of value that functions 
as a medium of exchange, a unit of account, and/or 
a store of value.”194 

Notice 2014-21 also stated its intention to apply only to “convertible 
virtual currencies,” recognizing that there are some virtual currencies 
having an equivalent value in what it calls “real currency” (e.g., they act as 
a substitute for “real currency”).195  As an example, the Notice identified 
“bitcoin” as a “convertible virtual currency” inasmuch as it can be 
digitally traded between users and can be purchased for or changed into 
U.S. dollars or other types of currency whether real or virtual.196  The 
Notice cited to another governmental guidance for a more comprehensive 

                                                 
188 See Risks to consumers posed by virtual currencies, CONSUMER ADVISOR BY CONSUMER FINANCIAL PROTECTION 
BUREAU (Aug. 2014), https://time.com/wp-content/uploads/2014/08/201408_cfpb_consumer-advisory_virtual-
currencies.pdf.  
189 Some companies willing to use Bitcoin, for example, are Subway, KFC, Overstock, and Burger King.  Ofir 
Beigel, Who Accepts Bitcoin as Payment?, 99BITCOINS (Apr. 27, 2020),  https://99bitcoins.com/bitcoin/who-
accepts/.  
190 See I.R.S. Notice 2014-21, 2014-16 I.R.B. 938. 
191 I.R.S. Notice 2014-21, § 1.   
192 Id. § 2. 
193 Interestingly, virtual currency is reportedly accepted for the purchase of pizza and other goods.  See The Buying 
Power of Bitcoin – 5 Things You Can Buy with Bitcoin, THE YUCATAN TIMES (Sep. 16, 2019), 
https://www.theyucatantimes.com/2019/09/the-buying-power-of-bitcoin-5-things-you-can-buy-with-bitcoin/   
194 I.R.S. Notice 2014-21 § 2.  
195 Id.   
196 Id.  An example of a nonconvertible virtual currency (sometimes called “closed currency”) is tender used in 
games that cannot be converted to dollars.  In addition, “points” via certain credit cards may not be convertible.    

https://time.com/wp-content/uploads/2014/08/201408_cfpb_consumer-advisory_virtual-currencies.pdf
https://time.com/wp-content/uploads/2014/08/201408_cfpb_consumer-advisory_virtual-currencies.pdf
https://99bitcoins.com/bitcoin/who-accepts/
https://99bitcoins.com/bitcoin/who-accepts/
https://www.theyucatantimes.com/2019/09/the-buying-power-of-bitcoin-5-things-you-can-buy-with-bitcoin/
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description of convertible currencies.197  The FinCEN Guidance, while 
primarily clarifying the applicability of the Bank Secrecy Act198 to money 
services businesses as opposed to individuals who are users of virtual 
currency, also stated that FinCEN’s regulations include the following 
definition: 

Currency (also referred to as “real”) currency) [is 
defined] as “the coin and paper money of the United 
States or of any other country that (i) is designated 
as legal tender and that (ii) circulates and (iii) is 
customarily used and accepted as a medium of 
exchange in the country of issuance [citing, by 
footnote, 31 CFR 1010.100(m)].”199 

When published in 2014, the Notice provided a list of sixteen “Frequently 
Asked Questions” (“FAQs”), and attempted to clarify that, regardless of 
the treatment by the parties to the transaction as the equivalent of 
traditional money, virtual currency is treated for federal tax purposes as 
property.200   

Not all sixteen FAQs are examined here but, by way of illustration, Notice 
2014-21 clarified that a taxpayer who receives virtual currency as payment 
for goods or services must include in the taxpayer’s gross income the fair 
market value of the virtual currency, measured in U.S. Dollars, as of the 
date of receipt.201  As with any other property, virtual currency is subject 
to the gain or loss provisions of the Internal Revenue Code (“Code”).202  
In stating that there is a potential realization of gain or loss upon an 
exchange of virtual currency for other property, the Notice refers the 
taxpayer to Publication 544 (regarding Sales and Other Dispositions of 
Assets) for information about capital assets, including examples of capital 
assets and the tax treatment of property transactions in general.203 

In addition, to the extent virtual currency is used for payment to an 
independent contractor, the payer is subject to the information and 
reporting requirements of the Code.204  As invited by IRS Notice 2014-21, 

                                                 
197 See Application of FinCEN’s Regulations to Persons Administering, Exchanging, or Using Virtual Currencies, 
FINANCIAL CRIMES ENFORCEMENT NETWORK (FI-2013-G001, Mar. 18, 2013), 
https://www.fincen.gov/resources/statutes-regulations/guidance/application-fincens-regulations-persons-
administering (“FinCEN Guidance”).  
198 Pub. L. 91-508, Title I, § 121, Oct. 26,1970, 84 Stat. 1116. 12 U.S.C. § 1829b and §§ 1951-1959 and 31 U.S.C.      
§ 5311 et seq. 
199 FinCEN Guidance. 
200 I.R.S. Notice 2014-21 Q & A 1, https://www.irs.gov/individuals/international-taxpayers/frequently-asked-
questions-on-virtual-currency-transactions.  
201 Id. Q & A: 3.   
202 Id. Q & A 6. 
203 Id. 
204 Id. Q & A 13 and 14. 

https://www.fincen.gov/resources/statutes-regulations/guidance/application-fincens-regulations-persons-administering
https://www.fincen.gov/resources/statutes-regulations/guidance/application-fincens-regulations-persons-administering
https://www.irs.gov/individuals/international-taxpayers/frequently-asked-questions-on-virtual-currency-transactions
https://www.irs.gov/individuals/international-taxpayers/frequently-asked-questions-on-virtual-currency-transactions
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the IRS received feedback from the public, including comments and 
interesting insights from the American Institute of CPAs,205 and the 
Taxation Section of the American Bar Association.206  Several things have 
happened since then. 

2. Reporting Requirements 

First, the IRS made a series of announcements.  On March 23, 2018, the 
IRS issued a news release reminding taxpayers to report virtual currency 
transactions.207  On July 2, 2018, the IRS Large Business and International 
Division announced the identification and selection of five campaigns 
with the goal to improve return selection, identify issues representing a 
risk of non-compliance, and make the greatest use of limited resources.  Its 
compliance campaign included virtual currency, urging taxpayers with 
unreported virtual currency transactions to correct their returns as soon as 
practical.208   

On July 26, 2019, the IRS issued a news release stating that it had begun 
sending letters to virtual currency owners who potentially failed to report 
or pay taxes related to virtual currency transaction, and advising them to 
pay back-taxes and file amended returns. 209  The news release stated that 
the IRS expected to send letters to more than 10,000 taxpayers and 
provided sample campaign letters.210  As stated by IRS Commissioner 
Chuck Rettig:  

Taxpayers should take these letters very seriously 
by reviewing their tax filings and when appropriate, 
amend past returns and pay back taxes interest and 
penalties.  The IRS is expanding our efforts 
involving virtual currency, including increased use 
of data analytics.  We are focused on enforcing the 

                                                 
205 See Letter from the American Institute of CPAs, Re: Updated Comments on Notice 2014-21: Virtual Currency 
Guidance (May 30, 2018), 
https://www.aicpa.org/content/dam/aicpa/advocacy/tax/downloadabledocuments/20180530-aicpa-comment-letter-
on-notice-2014-21-virtual-currency.pdf 
206 See Letter from the Taxation Section of the American Bar Association, Re: Comments on Notice 2014-21 (Mar. 
24, 2015), 
https://www.americanbar.org/content/dam/aba/administrative/taxation/policy/032415comments.authcheckdam.pdf. 
207 I.R.S. News Release IR-2018-7 (Mar. 23, 2018).   
208 IRS Announces the Identification and Selection of Five Large Business and International Compliance 
Campaigns, INTERNAL REVENUE SERVICE (July 2, 2018), https://www.irs.gov/businesses/irs-announces-the-
identification-and-selection-of-five-large-business-and-international-compliance-campaigns 
209 I.R.S. News Release IR-2019-132 (July 26, 2019), https://www.irs.gov/newsroom/irs-has-begun-sending-letters-
to-virtual-currency-owners-advising-them-to-pay-back-taxes-file-amended-returns-part-of-agencys-larger-efforts.  
210 Id.  Sample campaign letters are available on the IRS web page; see, e.g., 
https://www.irs.gov/pub/notices/letter_6173.pdf;  
https://www.irs.gov/pub/notices/letter_6174.pdf; and https://www.irs.gov/pub/notices/letter_6174-a.pdf.  

https://www.aicpa.org/content/dam/aicpa/advocacy/tax/downloadabledocuments/20180530-aicpa-comment-letter-on-notice-2014-21-virtual-currency.pdf
https://www.aicpa.org/content/dam/aicpa/advocacy/tax/downloadabledocuments/20180530-aicpa-comment-letter-on-notice-2014-21-virtual-currency.pdf
https://www.americanbar.org/content/dam/aba/administrative/taxation/policy/032415comments.authcheckdam.pdf
https://www.irs.gov/businesses/irs-announces-the-identification-and-selection-of-five-large-business-and-international-compliance-campaigns
https://www.irs.gov/businesses/irs-announces-the-identification-and-selection-of-five-large-business-and-international-compliance-campaigns
https://www.irs.gov/newsroom/irs-has-begun-sending-letters-to-virtual-currency-owners-advising-them-to-pay-back-taxes-file-amended-returns-part-of-agencys-larger-efforts
https://www.irs.gov/newsroom/irs-has-begun-sending-letters-to-virtual-currency-owners-advising-them-to-pay-back-taxes-file-amended-returns-part-of-agencys-larger-efforts
https://www.irs.gov/pub/notices/letter_6173.pdf
https://www.irs.gov/pub/notices/letter_6174.pdf
https://www.irs.gov/pub/notices/letter_6174-a.pdf
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law and helping taxpayers fully understand and 
meet their obligations.211 

3. IRS Introduction of “Cryptocurrency” and Other Terms 

Second, the IRS issued Revenue Ruling 2019-24 (“Rev. Rul. 2019-24”), 
discussing questions related to “hard forks” and “airdrops” in the virtual 
currency context, which are terms that are defined below.  While not 
abandoning its definition of virtual currency, the IRS introduced the term 
“cryptocurrency” in this ruling, defining it as follows: 

Cryptocurrency is a type of virtual currency that 
utilizes cryptography to secure transactions that are 
digitally recorded on a distributed ledger, such as a 
blockchain.  Units of cryptocurrency are generally 
referred to as coins or tokens.  Distributed ledger 
technology uses independent digital systems to 
record, share, and synchronize transactions, the 
details of which are recorded in multiple places at 
the same time with no central data store or 
administration functionality.212 

Rev. Rul. 2019-24 also defined two other terms as used in this ruling: 
“hard fork”213 and “air drop.”214  Generally speaking, the important thing 
to know about these terms is that they may initiate a means by which one 
may acquire new cryptocurrency.  When a cryptocurrency in which a 
taxpayer has an ownership interest experiences a hard fork that results in a 
new cryptocurrency that is not transferred to the taxpayer, the taxpayer has 
no gross  income under IRC §61.  If, on the other hand, the cryptocurrency 
in which the taxpayer has an ownership interest experiences a hard fork 
that results in a new cryptocurrency that is transferred to the taxpayer, the 
taxpayer has gross ordinary income under IRS § 61 as a result of an 
airdrop of the new cryptocurrency to the taxpayer following a hard fork.   
In the latter case, the taxpayer acquired a new asset over which the 

                                                 
211 I.R.S. News Release IR-2019-132.    
212 Rev. Rul. 2019-24, 2019-44 I.R.B. 1004. 
213 As stated in the Ruling, “[a] hard fork is unique to distributed ledger technology and occurs when a 
cryptocurrency on a distributed ledger undergoes a protocol change resulting in a permanent diversion from the 
legacy or existing distributed ledger.  A hard fork may result in the creation of a new cryptocurrency on a new 
distributed ledger in addition to the legacy cryptocurrency on the legacy distributed ledger. Following a hard fork, 
transactions involving the new cryptocurrency are recorded on the new distributed ledger and transactions involving 
the legacy cryptocurrency continue to be recorded on the legacy distributed ledger.”  Id. 
214 As stated in the Ruling, “[a]n airdrop is a means of distributing units of a cryptocurrency to the distributed ledger 
addresses of multiple taxpayers.  A hard fork followed by an airdrop results in the distribution of units of the new 
cryptocurrency to addresses containing the legacy cryptocurrency.  However, a hard fork is not always followed by 
an airdrop.”  Id.  The term should not be confused with the same term used by Apple users whereby by one can 
wirelessly transfer data (including photographs) from one device to another device nearby.  See, e.g., How to use 
AirDrop on your iPhone, iPad, or iPod touch, APPLE (2020), https://support.apple.com/en-us/HT204144.  

https://support.apple.com/en-us/HT204144
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taxpayer had dominion and control (e.g., could convert it to real currency).  
The amount of gross income to be reported by the taxpayer is the fair 
market value of the new cryptocurrency on the date over which the 
taxpayer received it.  The basis in the new cryptocurrency is equal to the 
amount included in gross income.215   

4. Additional FAQs 

Third, in 2019, the IRS issued an additional list of 45 FAQs to supplement 
those in Notice 2014-21 by expanding upon the examples provided in 
Notice 2014-21, and applying tax principles to additional situations to 
further the education of the public about the IRS’ position on the subject, 
(“2019 FAQs”).216  Building on the definition in Rev. Rul. 2019-24, noted 
above, it defines cryptocurrency in the 2019 FAQs as follows: 

Cryptocurrency is a type of virtual currency that 
uses cryptography to secure transactions that are 
digitally recorded on a distributed ledger, such as a 
block chain.  A transaction involving 
cryptocurrency that is recorded on a distributed 
ledger is referred to as an “on-chain” transaction; a 
transaction that is not recorded on the distributed 
ledger is referred to as an “off-chain” transaction.   

Referring to Notice 2014-21, one FAQ states that virtual currency is 
treated as property for federal income tax purposes, and notes that general 
tax principles applicable to property transactions apply to transactions 
using virtual currency.217  If virtual currency is sold for real currency, the 
taxpayer realizes a capital gain or loss, subject to any limitations on the 
deductibility of capital losses.218  The basis of the virtual currency is the 
amount the taxpayer spent to acquire it, including fees, commissions and 
other acquisition costs in U.S. dollars.219 

While all 45 2019 FAQs are not reviewed here, other 2019 FAQs address 
issues like holding periods (2019 FAQ 28), receipt of virtual currency as a 
gift (2019 FAQ 31), basis of virtual currency received as a gift (2019 FAQ 
31); what constitutes a realization event when there is a transfer of a 
capital asset for virtual currency (2019 FAQ 18); charitable gifting of 
virtual currency (2019 FAQ 33 – 26); and transfers of virtual currency 
between wallets owned by the same taxpayer (2019 FAQ 37- 38). 

                                                 
215 See I.R.C. §§ 61, 1011; Treas. Reg. § 1.61-2(d)(2)(i). 
216 Frequently Asked Questions on Virtual Currency Transactions, INTERNAL REVENUE SERVICE (Dec. 31, 2019), 
https://www.irs.gov/individuals/international-taxpayers/frequently-asked-questions-on-virtual-currency-transactions.   
217 2019 FAQ 2. 
218 2019 FAQ 4. 
219 2019 FAQ 7. 

https://www.irs.gov/individuals/international-taxpayers/frequently-asked-questions-on-virtual-currency-transactions
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As with Notice 2014-21, the 2019 FAQs invited comments from the 
public.  As noted in Accounting Today, at least one commentator 
expressed concern that the FAQs reflect merely the IRS position rather 
than provide binding and reliable guidance and added, among other things, 
an additional concern that the IRS guidance on airdrops is inconsistent 
with industry practice and appears to be an IRS label for getting new 
virtual coins.220  The same article reported that IRS chief counsel Michael 
Desmond reportedly indicated that he is open to reconsidering the 
guidance to align it more with industry practice on airdrops and hard 
forks.221  At the Urban Institute on Cryptocurrency and Tax 
Administration on October 17, 2019, he confirmed the treatment of 
cryptocurrency as property, noted that the guidance under the FAQs has 
been active since 2014 notwithstanding the publication of the 2019 FAQs 
five years after Notice 2014-21, and stated that the IRS is not planning on 
a new set of laws applicable only to cryptocurrency transactions.222 

Note: it is important to check the IRS FAQs periodically for updates. For 
example, a new FAQ 5(a) was added in March 2022, instructing the 
taxpayer to check the “no” box for the virtual currency question on the 
1040 if the taxpayer only purchased virtual currency in 2021. 

5. Reporting Virtual Currency Transactions 

Finally, in addition to the foregoing IRS announcements, and consistent 
with its increased activity and focus on virtual currency, the IRS modified, 
for the first time, Schedule 1 to its form 1040/1040-SR regarding 
Additional Income and Adjustments to Income for 2019 by asking at the 
top of the page (above Part 1), this question:  “At any time during 2019, 
did you receive, sell, send, exchange, or otherwise acquire any financial 
interest in any virtual currency?”223  The same question is reflected on 
subsequent 1040 forms. The Instructions to form 1040 more particularly 
describe a “transaction involving virtual currency” to include:   

The receipt or transfer of virtual currency for free, 
including from an air-drop or following a hard fork; 

An exchange of virtual currency for goods or 
services; 

 

                                                 
220 Michael Cohn, IRS continues fight for virtual currency information, ACCOUNTINGTODAY (Dec. 3, 2019, 
6:16a.m.),  https://www.accountingtoday.com/news/irs-continues-fight-for-virtual-currency-information.  
221 Frequently Asked Questions on Virtual Currency Transactions, INTERNAL REVENUE SERVICE. 
222 Shehan Chandrasekera, How the IRS is Approaching Cryptocurrency Compliance: Updates from the IRS Chief 
Counsel, COINTRACKER (Oct. 23, 2019), https://www.cointracker.io/blog/updates-from-the-irs-chief-counsel-on-
cryptocurrency-tax-compliance.  
223 Schedule 1 to I.R.S. Form 1040, U.S. Individual Income Tax Return. 

https://www.accountingtoday.com/news/irs-continues-fight-for-virtual-currency-information
https://www.cointracker.io/blog/updates-from-the-irs-chief-counsel-on-cryptocurrency-tax-compliance
https://www.cointracker.io/blog/updates-from-the-irs-chief-counsel-on-cryptocurrency-tax-compliance
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A sale of virtual currency; and 

An exchange of virtual currency for other property, 
including for another virtual currency. 224 

The instructions also state that if the taxpayer received any virtual 
currency as compensation for services or disposed of any virtual currency 
that the taxpayer held for sale to customers in a trade or business, the 
taxpayer must report the income as any other income of the same type.225  

However, an interesting question might remain regarding the tax treatment 
of virtual currency acquired in connection with various games.  In one 
version of the Small Business and Self-Employed Section of the IRS 
webpage, an example of convertible virtual currency is stated to be 
“Bitcoin.”226  However, in an earlier version of the same webpage, the 
definition of convertible virtual currency also included Roblox (which is a 
3-D game involving avatars allowing but not requiring in-game purchases 
with a currency referred to as “Robux” to purchase accessories, clothes 
and gear for the player’s avatars), and V-bucks (which is an in-game 
currency used in a survival game called Fortnite, which can be used to 
purchase outfits, emotes, and other paraphernalia in pursuit of enhancing 
the game).227  As reported in an on-line article for CNN, the IRS made a 
public announcement on February 14, 2020 indicating that if the virtual 
currency used as part of a game does not leave the game environment 
(e.g., it is non-convertible virtual currency), there should be no tax impact 
on the use of such currency in the games.228  

6. The IRS Follows Through 

The breadth of the IRS focus on virtual currency can be seen by its serving 
a “John Doe” summons on Coinbase (one of the largest virtual currency 
exchanges in the United States, claiming to have served 5.9 million 
customers and exchanged $6 billion in bitcoin), seeking information about 
convertible virtual currency transactions from 2013 to 2015.229  After its 

                                                 
224 I.R.S. Instructions for Schedule 1, Additional Income and Adjustments to Income (Jan. 8, 2020), at 81.  
225 Id.  
226 Virtual Currencies, INTERNAL REVENUE SERVICE (Feb. 12, 2020), https://www.irs.gov/businesses/small-
businesses-self-employed/virtual-currencies. 
227 Virtual Currencies, INTERNAL REVENUE SERVICE (Oct. 9, 2019), 
https://web.archive.org/web/20191012012751/https://www.irs.gov/businesses/small-businesses-self-
employed/virtual-currencies. 
228 See Brian Fung, IRS quietly deletes guideline that Fortnite virtual currency must be reported on tax returns, 
CNN BUSINESS (Feb. 14, 2020 1:59p.m.), https://www.cnn.com/2020/02/13/tech/fortnite-taxes/index.html.  See 
also, Kelly Phillips Erb, After Confusion, IRS Clarifies Tax Treatment of Fortnite & Gaming Currencies, FORBES 
(Feb. 15, 2020), https://www.forbes.com/sites/kellyphillipserb/2020/02/15/after-confusion-irs-clarifies-tax-
treatment-of-fortnite--gaming-currencies/#c21aeba2074f. 
229 See U.S. v. Coinbase, Inc., No. 17-CV-01431-JSC, 2017 WL 5890052 (N.D. Cal. Nov. 28, 2017); Mark Aquilio, 
Court grants IRS summons of Coinbase records, JOURNAL OF ACCOUNTANCY (Mar. 1, 2018), 
https://www.journalofaccountancy.com/issues/2018/mar/irs-summons-of-coinbase-records.html.   

https://www.irs.gov/businesses/small-businesses-self-employed/virtual-currencies
https://www.irs.gov/businesses/small-businesses-self-employed/virtual-currencies
https://web.archive.org/web/20191012012751/https:/www.irs.gov/businesses/small-businesses-self-employed/virtual-currencies
https://web.archive.org/web/20191012012751/https:/www.irs.gov/businesses/small-businesses-self-employed/virtual-currencies
https://www.cnn.com/2020/02/13/tech/fortnite-taxes/index.html
https://www.forbes.com/sites/kellyphillipserb/2020/02/15/after-confusion-irs-clarifies-tax-treatment-of-fortnite--gaming-currencies/#c21aeba2074f
https://www.forbes.com/sites/kellyphillipserb/2020/02/15/after-confusion-irs-clarifies-tax-treatment-of-fortnite--gaming-currencies/#c21aeba2074f
https://www.journalofaccountancy.com/issues/2018/mar/irs-summons-of-coinbase-records.html
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initial summons was challenged, the IRS issued a more restricted 
summons, narrowing the scope of its inquiry to accounts having at least 
one transaction equivalent to $20,000.00, which the court agreed was 
sufficiently narrow and satisfied a legitimate purpose, but determined that 
the IRS may obtain only limited types of taxpayer information and 
account activities.230  As later reported by the American Bar Association, 
Coinbase did not appeal, and turned over the information in March 2018, 
after informing its customers.231  The ABA also reported that, in general, 
the IRS estimated in 2018 that potentially unreported cryptocurrency tax 
liabilities were more than $11 billion.232 
 
The IRS is continuing its focus on virtual currency, as noted in one of 
Bloomberg’s Daily Tax Reports,233 highlighting William A. Zietzke v. 
U.S.,234 where the taxpayer applied for a refund for taxes paid on 
previously reported gains on his cryptocurrency transactions.  In the 
course of auditing the return, the IRS determined that the taxpayer 
conducted at least one virtual currency transaction with Bitstamp for the 
year in question but had not disclosed the transaction, and issued a 
summons on Bitstamp to obtain information about the taxpayer’s holdings.  
In response to the taxpayer’s petition to quash the summons, the court 
determined that the summons was overbroad in that it sought information 
that was not relevant to the audit of the return, and ordered the 
Government to file a proposed amended summons within 14 days of the 
Court’s Order.235   
 
Based on the foregoing the IRS is clearly dedicated to continuing its focus 
on virtual currency.  Clients owning virtual currency would be well-
advised to comply with reporting requirements related to virtual currency 
transactions.  
 
 
 
 
 

 
                                                 
230 Coinbase Inc.   
231 Bejamin Tompkins, United States v. Coinbase: One Year Later, AMERICAN BAR ASSOCIATION (Feb. 6, 2019), 
https://www.americanbar.org/groups/litigation/committees/criminal/articles/2019/winter2019-united-states-v-
coinbase-one-year-later/. 
232 Information Reporting Advisory Committee Public Report, INTERNAL REVENUE SERVICE (Oct. 2018), 
https://www.irs.gov/pub/irs-pdf/p5315.pdf.  See also IRS: Criminal Investigation Annual Report 2018, INTERNAL 
REVENUE SERVICE (2018). 
233 Allyson Versprille, Judge Tells IRS to Narrow Summons on Cryptocurrency Exchange (2), BLOOMBERG TAX 
(Nov. 26, 2019, 6:07p.m.),  https://news.bloombergtax.com/daily-tax-report/judge-tells-irs-to-narrow-summons-on-
cryptocurrency-exchange. 
234 William A. Zietzke v. U.S., 426 F. Supp.3d 758 (U.S. Dist. Ct. W.D. Wash. 2019). 
235 Zietzke, 426 F.Supp.3d at 769.  See also Amended Report and Recommendation Regarding Motion for Summary 
Denial of Petition to Quash and for Enforcement of IRS Summons, Zietzke, 2020 WL 264394 (Jan. 17, 2020). 

https://www.americanbar.org/groups/litigation/committees/criminal/articles/2019/winter2019-united-states-v-coinbase-one-year-later/
https://www.americanbar.org/groups/litigation/committees/criminal/articles/2019/winter2019-united-states-v-coinbase-one-year-later/
https://www.irs.gov/pub/irs-pdf/p5315.pdf
https://news.bloombergtax.com/daily-tax-report/judge-tells-irs-to-narrow-summons-on-cryptocurrency-exchange
https://news.bloombergtax.com/daily-tax-report/judge-tells-irs-to-narrow-summons-on-cryptocurrency-exchange


51 
 

VII. Estate Planning with Digital Assets, Including Virtual Currency 

A. Drafting with Digital Assets in Mind 

Some practitioners are developing digital asset FAQs and inventory forms to help 
clients keep track of their digital assets and discuss them with their advisors.  
Discussing digital assets with clients is becoming a more common part of estate 
planning, and thoughtfully disposing of such assets as a part of the estate plan is a 
necessary outcome of such discussions.  While discussions about digital assets are 
needed, the estate planning attorney should advise the client not to share 
passwords with anyone, including the estate planning attorney.   
 
Where online tools exist, it may be desirable for a client to choose a designated 
recipient.  In simple situations, the designated recipient may know the client’s 
wishes about the disposition of the digital asset in question.  In other cases, the 
client may need to give the designated recipient instructions about what to do. 
Even so, over time, clients may forget what decisions they made in completing 
the on-line tool and/or become unable to make changes to those decisions even if 
desired.  Where applicable, the estate planning practitioner should seek to 
understand whether or not the designated recipient in an on-line tool is the same 
person who is named as the fiduciary.  For example, in the case of a will, there is 
a potential need to coordinate activities between the executor and whoever is 
named as designated recipient in the on-line tool in order to discover valuable 
assets.  In the face of this potential need, after consulting with their estate 
planning advisor, some clients may prefer to simply provide the instructions in the 
will rather than name a designated recipient in an on-line tool. 

 
B. Sample Language  

The American College of Trust and Estates Counsel Digital Property Committee 
has developed language for consideration as noted in the Appendix, which is 
attached as an illustration only.  The language in the Appendix is not intended to 
be adopted in its entirety as final text, and should be reviewed and modified for 
each particular circumstance. 

 
C. Practical Examples of Naming an “Online Recipient” in the absence of a will 

 
1. Offerings by Custodians   

a. General   

Online tools which appoint designated users to manage a user’s 
account are not very common.  However, some commonly-used 
service providers who do have online tools are discussed below.     
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b. Facebook   

Facebook offers an opportunity to convert the account of a 
deceased user into a “memorialized account whereby immediate 
family members “with correct documentation” are able to run a 
user’s account after his or her death.  The memorialized account 
feature allows posting on behalf of a user but specifically 
disallows: (1) impersonating the decedent-user; (2) removing past 
posts or photos; (3) accessing the user’s messages; (4) removing 
friends or making new friend requests; and (5) granting access to 
the account to another user.236 

c. Google   

Google has a process in place for a user to name a designated user 
through a link to its Inactive Account Manager.  Specifically, 
Google states that:237 

Inactive Account Manager is a way for users 
to share parts of their account data or notify 
someone if they’ve been inactive for a 
certain period of time.  To set it up, go to 
your Inactive Account Manager page and 
click Start. 

We look at several signals to understand 
whether you are still using your Google 
Account.  These include your last sign-ins, 
your recent activity in My Activity, usage of 
Gmail (e.g., the Gmail app on your phone), 
and Android check-ins. 

Deleting your Google Account will affect all 
products associated with that account (e.g., 
Blogger, AdSense, Gmail), and affect each 
product differently.  You can review the data 
associated with your account on the Google 
Dashboard.  If you use Gmail with your 
account, you'll no longer be able to access 
that email.  You'll also be unable to reuse 
your Gmail username. 

                                                 
236 Memorialized Accounts, FACEBOOK HELP CENTER (2020), https://www.facebook.com/help/1506822589577997.  
237 About Inactive Account Manager, GOOGLE ACCOUNT HELP (2020), 
https://support.google.com/accounts/answer/3036546.  

https://www.facebook.com/help/1506822589577997
https://support.google.com/accounts/answer/3036546
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We'll use the phone number for the sole 
purpose of ensuring that only the trusted 
contact can actually download your data.  
Verifying the identity using a mobile phone 
number prevents data access from 
unauthorized people who might get hold of 
the email we send to your trusted contact. 

Contacts will only receive notification once 
your account has been inactive for the 
specified amount of time -- they will not 
receive any notification during setup.  If you 
chose to only notify your contacts of your 
inactive account, they'll receive an email 
with a subject line and content that you 
wrote during setup. We'll add a footer to that 
email, explaining that you've instructed 
Google to send an email on your behalf after 
you've stopped using your account. This 
footer might say something like this:  

John Doe (john.doe@gmail.com) 
instructed Google to send you 
this mail automatically after John 
stopped using his account. 

If you chose to share data with your trusted 
contact, the email will additionally contain a 
list of the data you have chosen to share 
with them, and a link they can follow to 
download the data. An example of such 
message could be: 

John Doe (john.doe@gmail.com) 
instructed Google to send you 
this mail automatically after John 
stopped using his account. 

John Doe has given you access to 
the following account data: 

• Blogger 
• Drive 
• Mail 
• YouTube 
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Download John's data here. 238 

To submit a request for information about a 
deceased user’s account (for example, a 
request by an executor), the executor must 
check the box next to the following recital: 

I understand that, if my request 
to get information from a 
deceased person's account is 
approved, I will need to get a 
court order issued in the United 
States. I also understand that 
Google will provide me with the 
necessary language for the court 
order.  

The executor next provides the full name of the deceased person; 
the email address of the deceased person; the first name and last 
name, email address, and address of the relative/legal 
representative;239 date of death; a check mark next to the products 
for which the request is being made.240  In addition, the executor is 
required to upload a scan of a government-issued ID or driver’s 
license, the death certificate; and any “additional documents” 
(presumably that part of the deceased user’s will authorizing 
access by the executor).  Finally, there is a field in which to enter 
additional comments or instructions. 
 
Then, upon receipt by Google, depending on the authority granted 
to the personal representative by the user, Google will disclose the 
content and/or catalogue of the decedent’s Google accounts, 
allowing the representative to complete the estate administration 
and ensure all assets have been accounted for. 

VIII. Estate Administration  

The responsibility of a personal representative after the death of the decedent is to 
identify and inventory the assets in which the decedent had an interest at death, 
administer those assets in the decedent’s sole name, determine the decedent’s debts and 
the expenses of the administration of the decedent’s estate, value the assets as of the date 
of death, pay death taxes and, ultimately, make distributions under the terms of the will 
(or intestate law, if applicable). With respect to identifying assets, the personal 

                                                 
238 Submit a request regarding a deceased user’s account, GOOGLE ACCOUNT HELP (2020), 
https://support.google.com/accounts/troubleshooter/6357590?hl=en#ts=6357650. 
239 “Legal representative” is not defined on the webpage.  See id.  
240 Id.  The products noted are:  Blogger; Drive; Gmail; Google+; Google Photos; YouTube; Other. 

https://support.google.com/accounts/troubleshooter/6357590?hl=en#ts=6357650
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representative may review the decedent’s mail by having it forwarded by the U.S. post 
office to determine whether there are any statements from financial institutions.   

Today, with the prevalence of online banking and paperless accounts, the postal service 
may not be the primary information-gathering resource for the personal representative.  
Even if the personal representative has access to the decedent’s most recent income tax 
return, it is still possible to miss some important assets acquired and liabilities incurred 
since the filing of the return.  Access to a catalogue of the decedent’s electronic 
communications should be helpful to confirm that all asset and liability information has 
been identified and addressed.    

If there is such evidence of asset information, whether in the catalogue of the decedent’s 
emails, or as can be deduced from the presence of certain applications on the decedent’s 
smartphone, the personal representative should be empowered to contact the providers for 
more information.  Even if the only information available to the personal representative is 
the presence of a particular bank’s mobile banking application on the decedent’s 
cellphone, such information can lead the representative to reach out to the bank to make 
further inquiry about any accounts in the decedent’s name.  Reviewing the apps on the 
decedent’s cell phone is an example of new ways to search for asset and liability 
information to help the personal representative with the full administration of the estate.  

The personal representative’s investigation should also include examining the decedent’s 
tangible personal property (such as digital devices, including computers, tablets, smart 
phones, and the like) to determine if they contain useful leads or valuable asset and 
liability information.  Importantly, some of these devices may contain information about 
how to access digital currency, wallets and identification numbers to access those wallets. 

In addition, certain smartphone applications or emails may reveal subscription services 
which should be discontinued by the personal representative in order to preserve estate 
funds.  Automatic payments for such services should be stopped.  On the other hand, 
balances due to the decedent may be uncovered as well, such as sums held in money-
transferring applications such as Venmo or Cashapp, or credits to electronic retailers such 
as Amazon.  Paypal may also have account balances and access to bank accounts that 
should be terminated.     

The personal representative should examine the decedent’s electronic devices before 
distributing them to the beneficiary designated in the will.  There may be private 
information contained in a lap top that the decedent may not have intended to be 
distributed to the beneficiary.  Some devices may need to be retained by the personal 
representative until the contents are examined and possibly transferred onto a flash drive 
or other storage system to be safeguarded by the personal representative until further 
disposition as may be provided under the terms of the will.  It will be important to 
identify valuable and non-valuable digital assets.  Wallet and key information regarding 
cryptocurrency contained in a device should be identified and protected to assure against 
theft until the cryptocurrency is properly valued and distributed as provided in the will.  
For those digital assets with little or no value (e.g., personal notes, family histories, 
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photographs and the like), difficulties may be encountered in properly accessing and 
disposing of those digital assets in the absence of guidance in the will.  

At the conclusion of the estate, to the extent the termination and final distribution is 
approved though an informal agreement among the beneficiaries, the personal 
representative should consider including a release and indemnification provision in the 
termination agreement directly related to the subject of digital assets.  Such a provision 
may include recitals (i) affirming that any digital asset information known by the parties 
was provided to the personal representative, (ii) approving the due diligence undertaken 
by the personal representative, and (iii) agreeing that the decedent had no digital asset 
other than what was is listed in the agreement and that any such asset was properly 
distributed.  

 

* * * * * * * 
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Digital Property Committee 
Proposed Forms 

Final Draft 

 
Will Provisions1 

Tangible Personal Property.2 

 My tangible personal property may include one or more electronic devices on which my digital 
assets are stored or through which the trustee may gain access to or authenticate my digital 
assets.  Prior to distribution of my electronic devices, I authorize my personal representative to 
determine whether a device stores or provides access to information or records, including 
photographs and documents, and I further authorize my personal representative to preserve 
separate from device, remove from the device or distribute as integral to the device such 
information and records as my personal representative deems appropriate.    

Definition. 3 

“Digital asset” means an electronic record in which I have a right or interest, including my 
interest in all electronically stored information and my interest as the user under accounts 
maintained by any electronic communication service and remote-computing service, whether 
public or private. “Electronic communications account” means an account with an electronic 
communications service or remote-computing service of which I am the user of record. 
“Electronic device” means, by way of example, a smart phone, laptop or personal computer, 
iPad, virtual assistant AI and similar devices.  

  

                                                      
1 The will provisions below are written in the first person (the testator’s voice) and refer to “personal representative” 
rather than “executor” or “executrix.” The practitioner should substitute the terms and naming conventions utilized 
in the practitioner’s own forms for those employed here.   
2 Consider inserting this clause with the provisions of the will disposing of a client’s tangible personal property.  
3 The definition may be inserted either at the beginning of the provision immediately below or inserted in a global 
definitions section of the relevant instrument. 

 The ACTEC Digital Property Committee recommends incorporating the following (or similar) provisions in 
order to enable an appointed and acting fiduciary to manage digital assets.  Significantly, none of the 
provisions addresses the actual disposition of digital assets and, absent further direction in a client’s 
testamentary instrument, the digital assets will likely be distributed pursuant to a residuary clause.  Clients 
should be encouraged to include testamentary provisions governing the disposition of common digital assets 
significant to family and friends, e.g., photographs, birth, adoption, immigration, health and similar records in 
digital form.  As with the use of any legal form, the practitioner should exercise caution and edit provisions as 
appropriate to each client’s particular situation and expressed wishes.   
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Digital Assets. 4  

General Grant of Authority.  Unless I have provided otherwise with respect to a 
particular digital asset, using either an online tool or other written record, my personal 
representative may exercise all powers that an absolute owner would have over all of my digital 
assets.   

DISCLOSURE ALTERNATIVES 

Disclosure of Electronic Communications [All of Client’s Electronic Communications].  
With regard to any electronic communications account, I expressly authorize any person or entity 
having possession, control or custody of my account to disclose to my personal representative 
[Narrow Alternative Clause:  the related catalogue of electronic communications.] or [Broad 
Alternative Clause: both the related catalogue of electronic communications and the content of 
such electronic communications.]  The disclosure of such information, communications and 
records to my personal representative is reasonably necessary for the proper administration of 
my estate.   

OR 
 

Disclosure of Electronic Communications [Only Some of Client’s Electronic 
Communications].  Notwithstanding the general grant of authority in this Article __, with the 
exception of the accounts identified in this paragraph, no person or entity having possession, 
control or custody of an electronic communications account shall disclose to my personal 
representative any information associated with the account.    

I expressly authorize any person or entity having possession, control or custody of the following 
electronic communications accounts to disclose to my personal representative [Narrow Alternative 
Clause:  the catalogue of electronic communications related to the account:] or [Broad Alternative 
Clause: both the catalogue of electronic communications and the content of electronic communications 
related to the account:]   

1. _____________________________________________; 
2. _____________________________________________; and,  
3. _____________________________________________.  
 

  

                                                      
4 The general grant of power and succeeding provisions should appear with other specific powers granted to the 
personal representative.  
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OR 

 

Disclosure of Electronic Communications [None of Client’s Electronic 
Communications].  Notwithstanding the general grant of authority in this Article __, no person or 
entity having possession, control or custody of my account with any electronic communication 
service or remote computing service may disclose to my personal representative either the 
content or catalogue of electronic communications associated with my account. 

CONTINUE 

Use of Online Tool or Other Written Record.  Notwithstanding any contrary direction in 
my will, if I have authorized or denied access to any electronic communications account using 
either an online tool or other written record, my instructions pursuant to the online tool or other 
written record shall in all events control. 

Further Authority.  In administering my digital assets, consistent with the scope of 
powers granted to my personal representative under this Article __, my personal representative 
may employ and pay, as an expense of administration, consultants or agents to advise or assist 
my personal representative in decrypting any encrypted electronically stored information of mine 
or in bypassing, resetting or recovering any password or other kind of authentication or 
authorization. 

Compliance with Law.  Notwithstanding any direction to the contrary in my will, my 
personal representative shall have all powers over my digital assets, including access to my 
electronic communications accounts, to the extent necessary to comply with all laws, including 
applicable federal and state tax laws, and to fulfill legal obligations arising under valid contracts 
executed by me. 

This Article ___ shall be construed in accordance with the ____________ Revised Uniform 
Fiduciary Access to Digital Assets Act, as the statute is in effect at the time of my death.   

 
Trust Provisions5 
 
Tangible Personal Property.6 

                                                      
5 The following trust provisions are written in the first person (rather than using the third person “grantor” or 
“settlor”).  The practitioner should substitute the terms and naming conventions utilized in the practitioner’s own 
forms for those employed here.   
6 Consider inserting this clause with the provisions of the trust agreement disposing of a client’s tangible personal 
property.   
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 My tangible personal property may include one or more electronic devices on which my digital 
assets are stored or through which the trustee may gain access to or authenticate my digital 
assets.  Prior to distribution of my electronic devices, I authorize the trustee to determine whether 
a device stores or provides access to information or records, including photographs and 
documents, and I further authorize the trustee to preserve separate from device, remove from the 
device or distribute as integral to the device such information and records as the trustee deems 
appropriate.    

Definition. 7 

“Digital asset” means an electronic record in which I have a right or interest, including my 
interest in all electronically stored information and my interest as the user under accounts 
maintained by any electronic communication service and remote-computing service, whether 
public or private. “Electronic communications account” means an account with an electronic 
communications service or remote-computing service of which I am the user of record. 
“Electronic device” means, by way of example, a smart phone, laptop or personal computer, 
iPad, virtual assistant AI and similar devices. 

Digital Assets. 8 

General Grant of Authority.  Unless I have provided otherwise with respect to a 
particular digital asset, using either an online tool or other written record, the trustee may 
exercise all powers that an absolute owner would have over all of my digital assets.   

 

DISCLOSURE ALTERNATIVES 

Disclosure of Electronic Communications [All of Client’s Electronic Communications].  
With regard to any electronic communications account, I expressly authorize any person or entity 
having possession, control or custody of my account to disclose to the trustee [Narrow 
Alternative Clause:  the related catalogue of electronic communications.] or [Broad Alternative 
Clause: both the related catalogue of electronic communications and the content of such 
electronic communications.]  The disclosure of such information, communications and records to 
the trustee is reasonably necessary for the proper administration of my trust estate.   

OR 
 

                                                      
7 The definition may be inserted either at the beginning of the provision immediately below or inserted in a global 
definitions section of the relevant instrument. 
8 The general grant of power and succeeding provisions should appear with other specific powers granted to the 
trustee.  
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Disclosure of Electronic Communications [Only Some of Client’s Electronic 
Communications].  Notwithstanding the general grant of authority in this Article __, with the 
exception of the accounts specifically identified in this paragraph, no person or entity having 
possession, control or custody of an electronic communications account may disclose to the 
trustee any information associated with the account.    

I expressly authorize any person or entity having possession, control or custody of the following 
electronic communication accounts to disclose to the trustee [Narrow Alternative Clause:  the catalogue 
of electronic communications related to the account:] or [Broad Alternative Clause: both the catalogue of 
electronic communications and the content of electronic communications related to the account:] 

1. _________________________________________________; 
4. _____________________________________________; and,  
5. _____________________________________________.  
 

The disclosure of such information, communications and records to the trustee is reasonably necessary for 
the proper administration of my estate.   

OR 
 

Disclosure of Electronic Communications [None of Client’s Electronic 
Communications].  Notwithstanding the general grant of authority in this Article __, no person or 
entity having possession, control or custody of an electronic communications account may 
disclose to the trustee either the content or catalogue of electronic communications associated 
with my account. 

CONTINUE 

Use of Online Tool or Other Written Record.  Notwithstanding any contrary direction in 
this agreement, if I have authorized or denied access to any electronic communications account 
using either an online tool or other written record, my instructions pursuant to the online tool or 
other written record shall in all events control. 

Further Authority.  In administering my digital assets, consistent with the scope of 
powers granted to the trustee under this Article __, the trustee may employ and pay, as an 
expense of administration, consultants or agents to advise or assist my personal representative in 
decrypting any encrypted electronically stored information of mine or in bypassing, resetting or 
recovering any password or other kind of authentication or authorization. 

Compliance with Law.  Notwithstanding any direction to the contrary in this agreement, 
the trustee shall have all powers over my digital assets, including access to my electronic 
communications accounts, to the extent necessary to comply with all laws, including applicable 
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federal and state tax laws, and to fulfill legal obligations arising under valid contracts executed 
prior to my death. 

This Article ___ shall be construed in accordance with the ____________ Revised Uniform 
Fiduciary Access to Digital Assets Act, as the statute is in effect at the time of my death.   

 
 
 
Power of Attorney for Property Provisions 

 “Digital asset” means an electronic record in which [I/the principal] [have/has] a right or 
interest, including [my/the principal’s] interest in all electronically stored information and 
[my/the principal’s] interest as the user under accounts maintained by any electronic 
communication service and remote-computing service, whether public or private.  “Electronic 
communications account” means an account either with an electronic communications service or 
remote-computing service of which I am the user of record.     

General Grant of Authority. [I/the principal] authorize(s) [my/the] agent to exercise all 
powers appropriate to achieve the proper investment, management and preservation of [my/the 
principal’s] digital assets.   

Regarding Electronic Communications.  Specifically, and unless [I/the principal] 
[have/has] provided otherwise in an online tool or other written record particular to an account, a 
person or entity having possession, control or custody of an electronic communications account  
(initial one): 

 ___ shall disclose to [my/the] agent only the catalogue of electronic communications 
sent or received by [me/the principal].  

___ shall disclose to [my/the] agent both the catalogue and contents of electronic 
communications sent or received by [me/the principal]. 

___ shall disclose neither the catalogue nor the contents of electronic communications 
sent or received by [me/the principal].  

This provision shall be construed in accordance with the _______________ Revised 
Uniform Fiduciary Access to Digital Assets Act, as it is in effect from time to time.   

Notwithstanding any contrary direction in this Article __, the person or entity having 
possession, control or custody of an electronic communications account shall disclose to 
[my/the] agent all information required by law, including applicable federal and state tax law, 
and as required to fulfill legal obligations arising under valid contracts executed by me.    
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Notwithstanding any instruction to the contrary granted under this instrument, if I have 
provided specific instructions applicable to an electronic communications account using either an 
online tool or other written record, then in all events, my instructions made using the online tool 
or in the written record shall control. 

 

Optional: Specific Grant of Authority.9 Without limiting and in addition to the general grant of 
authority, above, [I/the principal] hereby authorize(s) [my/the] agent to exercise all powers 
appropriate to achieve the proper investment, management and preservation of the following 
digital assets presently owned by [me/the principal], by setting [my/the principal’s] initials next 
to each applicable digital asset:  

___ virtual currency; 

___ airline, hotel, credit card and other loyalty program awards; 

___ on-line retail accounts; 

___ personal email accounts; 

___ gaming accounts; 

___ personal social media accounts; 

___ website, “blogs,” public Instagram and Twitter accounts and related feeds;  

___ domain names registered to [me/the principal];  

___ _______________________________(other). 

The powers granted to [my/the] agent include (but are not limited to) the power: 

___  to issue a “take-down notice” on [my/the principal’s] behalf; 

___ to fulfill [my/the principal’s] obligations and to enforce [my/the principal’s] rights 
under any royalty and revenue-sharing agreement related to a digital asset; 

___ to employ and pay consultants or agents to advise or assist [my/the] agent to 
decrypt any encrypted electronically stored information belonging to [me/the principal] or to 
bypass, reset or recover any password or other kind of authentication or authorization related to 
[my/the principal’s] digital assets; and, 

                                                      
9 For many clients, the additional authority granted in this paragraph would be broader than needed. However, for 
those who are particularly savvy, own digital assets or have a social media presence with significant monetary value 
or desire assurance that an agent will have full authority to manage digital assets during incapacity, the practitioner 
may wish to include these more particular provisions.   
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___ to access on [my/the principal’s] behalf: (1) any kind of computing device; (2) 
any kind of data storage device or medium; (3) any electronically stored information; and 4) any 
user account. 

 

General Notes 

Retention of Client’s Digital Information.  Some practitioners obtain and maintain with the client’s 
current instruments a record of the client’s principal digital assets and related accounts.  This practice 
is far from universal and increases the risk that the information may be lost, stolen or accessed by an 
unauthorized individual.  Before adopting this approach, the practitioner should consider the value to 
the client, the likelihood that the information will otherwise remain accessible in the event of 
incapacity or death and any other means of preserving and accessing this information (e.g., 
recommending use of a password keeper).  

Client’s Use of “Other Records.”  Section 4 of RUFADAA permits the user to grant, deny or limit a 
fiduciary’s access to digital assets in a will, trust, power of attorney and in any “other record.”  
Accordingly, when employing a global clause in one of the above forms, practitioners should take 
care to distinguish from the global authorization any contrary direction the client may have provided 
in another form of writing.  For those examples of circumstances which might require a “carve out” 
of specific digital assets, see below.   

Digital Assets of Particular Commercial Value or of Sensitive Nature.  Public figures, artists, 
musicians, writers, scientists, thought leaders and social media promoters may possess certain digital 
assets which will require particular expertise to maintain and monetize during a client’s incapacity or 
following death.  Consider specifically tailoring the above provisions to remove certain digital assets 
from the global grant of authority and instead, designating a specialized agent for the preservation 
and promotion of those assets.  For example, perhaps a celebrity’s publicist should possess specific 
authority to manage the public figure’s social media accounts.  Or perhaps a writer’s editor should be 
given specific authority to manage the writer’s digital manuscripts. 




